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ABSTRACT

Electronic Health Record (EHR) systems are used as an efficient and effective method of
exchanging patients’ health information with doctors and other key stakeholders in the
health sector to obtain improved patient treatment decisions and diagnoses. As a result,
questions regarding the security of sensitive user data are highlighted. To encourage people
to move their sensitive health records to cloud networks, a secure authentication and access
control mechanism that protects users’ data should be established. Furthermore,
authentication and access control schemes are essential in the protection of health data, as
numerous responsibilities exist to ensure security and privacy in a network. So, the main
goal of our suggested solution is to maintain a secure authentication and access control
mechanism for health cloud data. Thus, in this work, Security Secret Key Provider (SSKP)
phase is proposed for the E-healthcare-based cloud that consists of two parts. The first is an
authentication scheme that is Security Secret Key (SSK) and the second is a modular access
control mechanism. We explain the methodology of the proposed approach through
appropriate evaluation results, which improves system security and performance by
minimizing the time spent to get authentication and access the data. Simulation results
indicate that our approach is significantly more effective than existing research.
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1. INTRODUCTION

With the use of networks, servers, memory, software, and services such these that can be
quickly provided and delivered with the least of management work and interaction from
service providers, cloud computing enables quick, on-demand work access to a shared stock
of customizable computational resources. The cloud guarantees availability and the five key
features of the cloud are on-demand self-service, global network access, location-
independent resource pooling, quick adaptability, and measurable service. It provides
computing services through three delivery models which are a software as a service (SaaS),
platform as a service (PaaS), and infrastructure as a service (laaS), as well as three
deployment models are public, private, and hybrid clouds (Xiao and Xiao, 2012). Cloud
computing refers to the use of internet-accessible healthcare servers to collect, monitor, and
analyze healthcare data. E-Health services enable the effective communication of patient
data across various entities such as nurses, doctors, laboratory staff, receptionists, and
pharmacists. The data owner in E-Health prepares a content provider who may keep and
share health records. The cloud computing model offers several options for enabling flexible
and controllable information sharing. However, cloud authentication and access control
concerns represent significant barriers to the wide adoption of cloud-based E-Health
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services. Data sharing between interacting entities, for example, through the cloud
exacerbates security problems. Current authentication and access control systems are
inappropriate for the cloud. Several approaches have been discussed to address issues of
cloud security and privacy of data (Li, et al.,, 2010). To communicate data securely and
confidentially, we must handle two issues. The first is how to authenticate the users. The
second question is how we may manage to access data for these users. To answer the first
question, we require a secure and trustworthy authentication technique that allows us to
authenticate authorized users simultaneously protecting user privacy. According to the
second question, the system must give the users access according to the policies established
by the system admin. Concerning the second point, typical access control techniques cannot
be used in this context since they assume that servers in the same domain are completely
trusted and capable of enforcing access control rules.

Due to the fact that cloud servers are placed outside of the participant's trusted zone,
sensitive data must be secured from unauthorized access. It becomes more and more
difficult to solve these security issues in healthcare services. The suggested method allows
the hospital staff to keep their data on the cloud. In this research, we propose an SSKP layer
in the E-healthcare system that allows secure authentication and modular data access
control at the same time.

To verify and ensure the security and privacy of the user's data, we add a new layer of
Security Secret Key Provider (SSKP) for the authentication process based on Message
Authentication Code (MAC) algorithm. Users are also given flexible access rights based on
their role and rights in the hospital system. Our method protects data privacy by using
encryption techniques while still allowing for search over encrypted data.

2. RELATED WORKS

Addressing security and privacy issues in E-Health based cloud has been the subject of
extensive research. The suggested secure E-Health system solutions are reviewed. A novel
web-based system is suggested by (Boyinbode and Toriola, 2015) that would allow
nurses, doctors, and pharmacists to access patients' medical records. The patient's
information is kept on the local cloud. Remote access to it and updating the data are both
possible. It is perfect for health centers where other doctors must share patient data records
to collaborate on treatments. This policy's disadvantage is that the patient is not given access
to their medical records.

A necessary access control mechanism is provided by Luna et al. (Luna, et al., 2010) to
protect patient meta-data. The approach encrypts data utilizing fragmented cryptography
and uses a Message Authentication Code to secure data. This model shows how
fragmentation following encryption can boost overall security since it forces hackers to
compromise additional data files. This work (Bakker, et al.,, 1995) suggested risk-
management algorithms for the healthcare system. It focuses on healthcare management by
using fuzzy logic. The security of personal health records is suggested in the paper (Patel
and Kantzavelou, 1995). Employing encryption to protect patient data shared with doctors,
reduces complexity in key management for various record holders.

The major purpose of the paper (Mercy and Srikanth, 2014) is to provide a secure
mechanism of resource sharing between more than one person from the organization.
Security and privacy are offered, which facilitates the sharing of information amongst
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different types of cloud users. This paper describes an effective encryption system for
encrypting papers that will be shared. The shared documents can be viewed once the
individual making the request has been confirmed as valid. In (Sharon and Manoj, 2017),
the model of E-Healthcare, which has a vital role in society, was developed. This technology
is designed to store and collect patient data while also communicating health-related
information. It is also more concerned about the safety and privacy of patients. They collect
real-time health and personal information from people and communicate it to healthcare
providers for authorized specialists to determine the appropriate treatment. They send PHI
to the cloud in the form of images and text, as well as personal problems relating to medical
history. A technique that has been frequently utilized in cloud storage to minimize upload
space and bandwidth capacity and remove the qualified experts' authority to decide on the
appropriate action to take. MeDshare, which offers a mechanism to share medical data
without compromising privacy, is discussed in (Xia, et al., 2017). This model can keep an
eye out for any harmful activity by keeping track of who has access to the information. This
allows for the tracking of available information. Every action is documented and carried out
in a proof-based manner (Alzahrani, et al., 2020). Blockchain technology produced a data-
sharing paradigm that is used by cloud service providers. This architecture uses smart
contracts as well as a few other methods to acquire access to data, monitor the nature and
behavior of information, and perform other tasks including monitoring any access violations
brought on by harmful attacks. Data monitoring is made feasible using this architecture
(Kumar and Gaba, 2020).

(Hossain and Muhammad, 2014) worked on an innovative approach to electronic medical
record storage in a cloud-based system. Shamir's Secret Sharing Mechanism is used in the
recommended strategy to protect data security. The healthcare center divides the EHR into
several categories. The segments are evenly divided across the cloud servers. The healthcare
facility collects every segment from fragmented cloud servers whenever a legitimate user
requests access to the EHR to recreate the EHR. The EHR's efficiency is increased using this
technique by outsourcing all patient data, which can be recreated utilizing cloud computing.
The authors assert that they have developed the innovative idea of EHR separation and
recreating. The approach is a very effective and secure way to handle medical records
electronically, according to theoretical and empirical analyses. The architecture is
insufficient to prevent attacks and illegal resource access.

(Chenthara, et al., 2019) examined and analyzed several studies and found several issues
with securing e-healthcare. EHR security, cloud architecture, and security are some of them.
Additionally, the authors point out that there is still much to be learned about EHR security.
Another strategy is discussed by (Huang, et al., 2018) and involves using cloud computing
for EHR and Mobile Healthcare Social Networks to share data and connect profiles. The plan
enables identity-based cryptography to be used to encrypt medical records. Additionally,
this approach allows for the performance of attribute-based conditional data re-encryption.
It is said that the system will protect against data monitoring. To provide a very flexible and
secure authorization, it uses a profile-matching technique based on identity-based
encryption and an equality test. To offer authentication, sensitivity, and other access control
services in healthcare systems, a framework based on trust negotiation is presented. Using
digital credentials, parties may mutually disclose attributes to carry out sensitive
transactions. But the method is not sufficient to protect the E-healthcare system from all
common threats. The security features of E-Healthcare systems, particularly access control
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techniques, were highlighted (Singh and Chatterjee, 2017) the authors argue that their
plan outperforms other established access control methods. The level of trust between the
communicating parties is the foundation of the suggested access control paradigm. Based on
user behavior, the level of trust is assessed. Only when both parties' levels of trust and
understanding of service and the consumer are equal to the mutual trust target value is the
user request allowed. The concept, according to the author, guarantees that only reliable and
trustworthy users have access to medical records. (Van Gorp and Comuzzi, 2013)
proposed "My PHR Machine," a safe e-healthcare solution. It combines PHR with cloud-based
solutions. The hospital staff and he may access, exchange, and assess PHR data using HR
software. Another benefit of this strategy is that it makes it easier and more secure to access
many users' data simultaneously. The cloud also provides access to the data gathered
through the My PHR machine. There is no faster way to get medical records using this
system.

The following are the major contributions of this study.

e The proposed model includes a secure layer called SSKP.

* A data access control mechanism based on user rights to access and use the data is used.
 simulate the results and compare them to existing research. Also, analyze the proposed
framework to assess its security and the time necessary to access the data.

3. MATERIALS AND METHOD

Users in our model include physicians, secretaries, pharmacists, laboratories, and
administrators, who send/receive the encrypted healthcare data in the cloud to handle the
most computationally intensive tasks. To access the system the user should be authenticated
through the proposed method then according to data access rights can be accessed.
Additionally, they upload searchable encrypted indexes to the cloud server, permitting
keyword searches across encrypted data. During the access control procedure, only
authorized users are given access to the decrypted data, the data is accessible to each user
based on their role and the results of the search over the encrypted data are delivered to the
user. The suggested paradigm includes three layers: the Cloud, the Security Secret Key
Provider (SSKP), and the system members. Fig. 1 shows the proposed model.

1) Cloud: The cloud provides users with infinite storage space. It provides consumers with
simple and effective storage services. The cloud is a semi-trusted third party that provides
data storage and download services. Users who want the same data and documents or files
will join a group and upload their material to the cloud. These files may now be shared with
other system members.

2) SSKP: The client can access the encrypted data using an email ID and Password as shown
in Fig. 2. Then the key is obtained from the Security Secret Key Provider (SSKP), which is
responsible for giving updates to the key. The SSKP steps are explained in Fig. 3.
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Figure 1. Added SSKP to the E-healthcare model

Users must first register their data on the website. They must select a password for the
authentication procedure. After successfully registering, the user must view or access their
data using their login. Once the password is entered and matched with the user’s password,
it asks for the Security Secret Key (SSK), steps of creating an SSK are shown in Fig. 4. Using
key SK (0 < SK < n), SK+ is generated by padding on the left side of key SK until the length
becomes n bits. n is the block size. SK+ is EXORed with iPad and the result is X1. We have to
append X1 with Token Code (TC). After appending X1 to TC we have to apply HASH-256.
Simultaneously we have to apply the initialization vector (IV) which is a buffer of size m-bits.
The result produced is therefore the number of blocks (m)-bit hash code. Similarly, m-bits
are padded to n-bits and SK+ is EXORed with iPad producing output X2 bits. X2 is appended
to the n-bits and once again hash function is applied with IV to the block. This further results
in an m-bit hash code. Then it takes the hash code low-order 4 bits and uses them as a byte
index [ after that selects 4 bytes starting at byte index i. After generating the SSK by the SSKP
layer it has to send to the user by email ID. After the user accessed the sent SSK the system
authenticates the user so can log in and can access the data according to the user’s role.

3) System members: The users who wish to share the data by identifying their password and
the SSK, which helps in getting authentication and accessing data for sharing. Fault tolerance
is performed to enhance the system's efficiency.

ogin Page

oo ot

Users Account

Figure 2. The login page
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In our E-health system, the role-based access control (RBAC) approach provides efficient
security and flexibility. The RBAC is perfect for the E-health paradigm. The RBAC approach
splits all users into some categories in our framework: administrator, doctor, laboratories,
recipients, and pharmacist. We set up the various related permissions and actions in the
basic frame based on the varied requirements of each role. We will discuss the user roles
below:

Admin is a hospital IT manager who can effectively register the hospital system with the
cloud. Using a personal email ID and password, the administrator connects securely with the
cloud via the gateway. To access the data, the admin must insert the SSK that was delivered
to the email address. Patients’ data are kept in the database system according to the
standards established by the hospital IT admin, and the security system provides secure
access to the Cloud. According to the end-to-end encryption concepts, the database is
encrypted using the AES and SHA algorithms with a secret key Fig. 5 is the result of the
encryption method for protecting the database from hackers, in case they get access to the database,
they will get nothing from this hashing records.
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Figure 5. The encrypted database

A doctor is a person who looks after the patients who have been committed to him for
treatment. Only the connected doctor should typically have access to the patient’s
information. The doctor uploads all of the patient data and encrypts it before storing it in the
cloud database. The patient is the person who has been referred to the hospital for treatment
or a checkup. Based on his diagnosis, he is assigned a certain doctor. In addition, the patient
provides a unique identifying number. After the doctor saw the patient, the patient’s
information is sent to the laboratory or pharmacy. The Laboratories can see the information
of the patient and send back the results of the tests to the doctor. Then the drugs for the
patient are sent to the pharmacy. The pharmacist can see the information report of the
patient that contains the drugs written to the patient by the doctor. At the end of all the
check-ups in the hospital and consulting with a doctor, a patient is provided a medical report
and stored in the cloud database.

4. RESULTS AND DISCUSSION

The performance of the proposed model is evaluated in this section. The time cost
comparison is performed to determine the spend time for authenticating users and accessing
data according to the design, as the number of participants increases, the time increase. The
computation cost for several participants in the authentication stage is determined, and the
efficiency of our approach is compared. When there are seven users n=7, the time cost for
calculation in our technique is 0.05 in the authentication phase shown in Fig. 6.

The time cost of our method is gradually increasing in this step when the number of users is
993.To evaluate the performance of our system accessing data for multiple users. The typical
response time for accessing data for multiple users is shown in Fig. 7. The results of the
experiment show that our system is capable of responding to a lot of users in a reasonable
response time. We have 300 users requesting 153 bytes of data from the homepage at the
same time the time spend is 3.8 milliseconds, today patient the needed time is 3 milliseconds,
for All patients data we need 3.2 milliseconds, and 3.1 milliseconds for new patient page
data. The responding time gradually increases for all the databases. Also, we obtain the
response time for 1000 participants requesting the same data for the homepage 5.5
milliseconds are needed, 5.2 milliseconds are needed for today's patient, time spent for all
patient data 4.9 milliseconds, and 5 milliseconds for a new patient.
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Figure 7. Performance evaluation

5. CONCLUSIONS

In this paper, we propose a new method for achieving authentication and modular access
control at the same time. In our model, the data owner has a set of health records to publish
and store on cloud servers. Encrypted data using encryption and hashing algorithms are
stored in the cloud to protect user data from malicious users. Valid users are authenticated
through the authentication process, which is based on an SSKP. The access control method
determines which users have access to which data. The proposed method is in control of
authentication and access control management. The simulation results indicate that our
scheme achieves a good performance.
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