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ABSTRACT:

In data transmission a change in single bit in the received data may lead to miss understanding or a disaster. Each bit
in the sent information has high priority especially with information such as the address of the receiver. The
importance of error detection with each single change is a key issue in data transmission field.

The ordinary single parity detection method can detect odd number of errors efficiently, but fails with even number of
errors. Other detection methods such as two-dimensional and checksum showed better results and failed to cope with
the increasing number of errors.

Two novel methods were suggested to detect the binary bit change errors when transmitting data in a noisy media.
Those methods were: 2D-Checksum method and Modified 2D-Checksum. In 2D-checksum method, summing process
was done for 7x7 patterns in row direction and then in column direction to result 8x8 patterns. While in modified
method, an additional parity diagonal vector was added to the pattern to be 8x9. By combining the benefits of using
single parity (detecting odd number of error bits) and the benefits of checksum (reducing the effect of 4-bit errors) and
combining them in 2D shape, the detection process was improved. By contaminating any sample of data with up to
33% of noise (change 0 to 1 and vice versa), the detecting process in first method was improved by approximately
50% compared to the ordinary traditional two dimensional-parity method and gives best detection results in second
novel method.

Keywords: Checksum; one dimentional parity; 2Dimensional parity; Error Detecting.
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1. INTRODUCTION:

Error coding is used for fault tolerant computing in
computer memory, magnetic and optical data
storage media, satellite and deep space
communications, network  communications,
cellular telephone networks, and almost any other
form of digital data communication. Transmitting
digital data are widely used in
telecommunications; many applications require
sending data from source to destination using
different types of media (Muralidahara, 2011).

In network transmission, the digital information
may be affected by noisy signals which differ
from network media to other. Some network
media such as air is considered the worst type of
distorted media. Networks must be able to transfer
data from one device to another with acceptable
accuracy (Forouzan, 2007), and (Kourse and Ross,
2010).

A single bit change in message frame format is
consider unacceptable in data transmission,
because this bit error may lies in important field of
the frame such as the address field.

Error detecting for these error bits is an important
issue to ensure that the information is transferred
intact from its source to its destination. Error
coding uses mathematical formulas to encode data
bits at the source into longer bit words for
transmission (Muralidahara, 2011), (Forouzan,
2007).

2. TYPES OF ERRORSIN
TRANSMISSION

In network, at the sender side the data link layer
performs calculations on the message and appends
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the resulted check bits within the message. While
the data link layer at the receiver side repeats the
same calculations in the received message and
compares the results with the appended check bits
(Forouzan, 2007).

If the two results were equals then the message
was sent successful and the message delivered to
the upper layer in the OSI layers, but when the
results were not equal, this means that there was
an error in the sent message and the data link layer
should not accept the message and the message
thrown away (Forouzan, 2007).

There was no need to correct the error since
correction error delayed the data link layer and the
error correcting is the responsibility of above
layers specifically the Transport layer.

According to the number of error bits there were
two types of error bits (Forouzan, 2007), and
(Stallings, 2011):

2.1 Single-bit Error

The term single-bit error means that only one bit
of given data unit (such as a byte, character, or
data unit) is changed from 1 to O or from 0 to 1 as
shown in Fig. 1.
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Figure 1. Single-bit error
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2.2 Burst Error

The term burst error means that two or more bits
in the data unit have changed from 0 to 1 or vice-
versa. Burst error doesn’t necessary mean that
error occurs in consecutive bits. Burst errors
shown in Fig. 2 are mostly to happen in serial
transmission. The duration of the noise is
normally longer than the duration of a single bit,
which means that the noise affects a set of data.

110|011 |01
ad H B
Figure 2. Burst error

3.SOME TYPES OF ERROR
DETECTING METHODS

3.1  Single Parity Check

The most common and least expensive mechanism
for error- detection is the single parity check. In
this technique, a redundant bit called parity bit, is
appended to every data unit so that the number of
1s in the unit (including the parity becomes even
and called even parity) (Forouzan, 2007).
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Figure 3.

Single parity check

3.2  Two-Dimensional Parity Check

Performance can be improved by using two-
dimensional parity check, which organizes the
block of bits in the form of a table. Parity check
bits are calculated for each row, which is
equivalent to a single parity check bit. Parity
check bits are also calculated for all columns then
both are sent along with the data. This is
illustrated in Fig. 4 (Forouzan, 2007), (Rao and
Chun, 2009), (Suri and Deora, 2011), (Zhang et al.,
2010), ( Danial et. al., 2011), and ( Anne et. al,
2004).
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Figure 4. Two-Dimensional Parity Check

3.3 Checksum

In checksum error detection scheme, the segments
are summed arithmetically in the sender’s end. The
checksum result carry bits are wrapped to the sum
and added with it (Forouzan, 2007). The result is
sent along with the data segments as shown in Fig.
5. At the receiver’s end, the process is repeated and
the results are compared with the sent checksum. If
the subtraction result is zero, the received data is
accepted; otherwise discarded.
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Figure 5. Checksum

4. NOVEL MODIFIED CHECKSUM

In this work two novel 2D-checksum techniques
named (2D-Checksum and Modified 2D-
checksum) were introduced and compared to the
one dimensional single parity check and 2D-Parity
check techniques results.

The suggested 2D-Checksum method was done in
three steps:

1- Summing the seven words of the 7 x 7
pattern vertically using traditional checksum
method shown in Fig.5, and then the resulted word
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was stored in the CCS (Column Checksum) word,
which was added as the 8th row of the pattern Fig.
6.

2- The same process was done to the columns
of the 7x7 pattern , i.e. summing words
horizontally with checksum technique and the
result was added as the 8th column as RCS (Row
Checksum).

3- The remaining P- bit in the south-east corner
of the 8x8 pattern (shown in Fig.6) was computed
as the even single parity of both two words (RCS
and CCS).

At the receiver side the 2D-Checksum process was
recalculated to the 7x7 portion of the received
pattern. The resulted RCS and CCS were
compared to those of the received 8x8 pattern.
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Figure 6. Two-Dimensional Checksum

In the second method (Modified 2D-checksum)
the technique of detection was done in five steps:

1- Calculating CCS as shown previously in 2D-
Checksum in Fig.6.

2- Calculating RCS as shown previously in 2D-
Checksum in Fig.6.

3- Calculating P-bit as shown previously in 2D-
Checksum in Fig.6.

4- Calculating new vector by adding single
parity bit to each diagonal of the 7x7 pattern as
shown in Fig.7. Each diagonal consist of 7-bits as
shown with the bubbled numbers in Fig.7. The
process Yyields in 7-bit vector named DPV
(Diagonal Parity Vector). This vector was added as
the 9th vector of the resulted 8x8 pattern.

5- Additional Parity bit of the DPV was
calculated as the single parity bit of the DPV to
complete the 7-bit DPV vector to become 8-bit
vector and to add more check parameter. The
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resulted pattern will be 8x9 pattern as illustrated in
Fig. 7.

The receiver side will receive the 8x9 pattern and
will recalculate all five added parameters again to
the 7x7 portion and compare results to detect the
errors caused by noisy media.
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CCs P 0 «— Parity bit for DPV

Modified Two-Dimensional
Checksum

Figure 7.

5.RESULTS AND DISCUSSIONS

The traditional and novel techniques were tested
on 10,000 samples and each sample was
contaminated with single bit error, then two bit
errors ...etc, till 33% changes in the real 7x7
pattern data. The results of error detection are
shown in Table 1 and Fig. 8. The number at each
column represents the number of failed in
detection of the errors. Table 2 shows the ratio of
additional overhead added to the real data for each
type of error detection schemes.

TABLE I. RESULTS OF EACH DETECTING
SCHEME FOR 10,000 CONTAMINATED WITH
ERROR PATTERNS.

No. of No. of Non Detected Error patterns
1D- —

girtgoi; parity 2D- parity 2D- M(;dtl)f_led
pattern sz;tegfa check checksum | o

1 0 0 0 0

2 1266 0 0 0

3 0 0 0 0

4 462 15 5 0

5 0 0 1 0

6 246 3 1 0

7 0 0 > 0

8 203 3 1 0

9 0 0 0 0

10 171 2 1 0
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No. of No. of Non Detected Error patterns
1D- .
girt;oilr'] parity 2D- parity 2D- M%dtl)f_'ed
pattern checkal check checksum checksum
vector
12 158 6 1 0
13 0 0 0 0
14 158 1 0 0
15 0 0 1 0
16 144 6 1 0
a. Each pattern has single parity bit, all seven bits called parity vector.
TABLE II. RESULTS OF EACH DETECTING SCHEME

FOR 10,000 CONTAMINATED WITH ERROR PATTERNS.
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the two dimensional map of the data, each pair of
error bits will neglect the effect of the other pair.

Fig. 10 and Fig. 11 showed two samples of 7x7
patterns contaminated with 4 bits noise to first
sample and 10 bits in the second sample. Each of
which was tested with ordinary parity check
(single and 2D parity check) and with novel
methods (2D-checksum and Modified 2D-
checksum).

In Fig. 10, the ordinary methods failed in detecting
the error bits. The parity check row and column of

Overhead for error detection methods the transmitted data were the same as the
Real | Adde | Percenta | Sum of recalculated parity check of the received noisy
Error detection data d bits ge of none pattern. Althqugh the 2D-checksum_method also
method =7 tothe | added detected fails in detecting error, the 2D-Modified checksum
pattern | 7x7 bits patterns detected the error effectively.
(no. of | patter 2
bits) n In Fig. 11, in spite of large number of error bits (10
1D- parity check 49 7 2808 bits) the ordinary methods still couldn't detect any
vector 14-3;%’ of the error bits because in even number of error
ZzDopirr:te)é;:jr%k jg ig gggoﬁi ﬁ bits each pair neglects the effect of the other. Both
Modified 2D- 49 23 : 0 the 2D-checksum method and the 2D-Modified
checksum 46.9% checksum detected the error effectively.

a. Summation of the fields in Table 1. NeW 2D'CheCkSUm methOd gave encouraged
results compared to 1D- and 2D- parity check
since it accumulates the error bits, but it failed in

£ % some patterns when error sum neglects each other.
g i 1Aodified 2D-checksum  detects almost any
5, \ <iaaw e ossibility of errors, since i'g takes the advantage of
s P D-checksum and 1D-parity check vector. The
g - idded 1D-parity vector was selected in diagonal
8 I N Avay because the parity vector is somehow like the
s - / summation (without carry), as shown in Fig. 7, to
5 P SN NN s /N ./ guarantee the detection of every possible chance of
2 . ; T errorbit,
IErrorbits-i'neachpalt-fern—) ' 1/1/0 0|0/ 1(0f1 1/1]olofol2|of1
- - 0/1|1/1(0(0|1
Figure 8. Novel methods compared with TToliToTelolil: Sotterarers”
2D-parity check. o o1l |of[1fo« o o/1]1 1]01f0
1 1|0|/0(1|1|0H0 1/1(0/0|1|1 080
1/ 0|{0|0|1|0[1}§1 1/0(0|0/1|0|1)1
One dimensional parity vector check detection Tolof1l1fof1/ofl1 Tolo[1|1/0|1]0]1
method finds all odd number of changes in the 010111o0f0

same vector, but it fails in even number of changes
since a change in state of one bit neglects the effect
of the other change see Fig. 9.a, 9.b and 9.c. the
single error in Fig.9.c can be easily detected by
parity bit for the row. The two changes in single
row cannot be detected by single parity bit since
the change in one bit neglects the effect of the
other error bit, but still the 2D-parity check can
detect such errors from the column parity bits. 2D-
parity check method finds all odd number of errors
and many even number of errors as the case shown
in Fig. 9.c but it fails in many cases as shown in
Fig. 9.d. When 4 bits located as a square shape in
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a. Original pattern b. One bit change

0|1 0Q§1 1/1|0 0(0 1|01
00100 0|1|1 1(0 O(|1Q0
o|o 11 1/of[1/o0f0fo|1f1
1/1 0fo 1/1]olof[2/10flo
1 /01§81 1/0|0 0|1 0|11
of1jofl1 [ofof[1]1]0/1]0f2
11 0fo 010111 0fo
+ 0t
¢. Two bits change d. Four bits change

Effect of Error bits in received
patterns.

Figure 9.
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tri d data received data with noise
1001010 1001010
e = 0001001 0010001
ss(loooo0o0o0o0 0000000
%; 17011010 1011010
:E 1110011 1101011
S*l/lo0o11100 0011100
1110010 1110010
100101 0|1 100101 0|1
-:‘1_"' 000100M1)|0 001000TM1|0
é'.'i- 0 0O0DO0OOTOTU O|O 00O0OOTOTU O|O
NE 1011010]|0 1011010|0
Es5||1 11001 1)1 1710101 1|1
= 00111001 001110 0|1
o; 11100 10|0 11100 10]0
@ 000010 0]1 000010 0|1
= 100101 0]1]0 1001010|1]0
é 000100 1|0]0 001000 M1|0
EE 0 0O0DO0OOTU O|1]0 00O0O0O0OTU O|1
.;',in 101101 0]1]1 101101 0|1
SE||1 11001 1]|0f1 110101 1[0
£C(|lo0o11100|1]0 0011100|1
5 11100 10|0|1 11100 10]0
& 011000 1j0]1 011000 1|0]1
Figure 10. Ordinary and novel error

detection methods for pattern contaminated with
noise (4 error bits sample).
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6. CONCLUTIONS

In spite of small overhead error detection bits and
its simple implementation, Single bit error
detecting method shows bad results in burst errors
(even number of error bits).

While 2D-parity check method detects all odd
numbers of error bits and many even number of
error bits since the error-bits can be detected by the
other dimensional parity checker. However this
method fails in some cases. This method was easy
to implement, and has more overhead to the actual
data, but it gives reasonable results than the
ordinary single parity checker.

Novel 2D-Checksum gives better results than all
the previous methods, it adds moderated over head
bits (equals to 2D-parity check overhead), and its
implementation harder than the others. But its
reasonable results improve the error detection
process with 50% greater than 2D-parity check.

The modified 2D-checksum method gives the best
results in error detection with an error bits up to
33% of transmitted data, more over head bits were
added to accomplish this improvement in results,
and it implementation is little bit harder than the

transimtted data received data with noise Others-
0110001 1110011
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