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ABSTRACT

The difficulty of building a secure network is due to the changing nature of the enterprise
coupled with the increasing sophistication of the hacker threat, both from inside and outside of the
network. Active networks enable individual user or groups of users to inject customized programs
into the nodes of the network.

The proposed system depends on the basic concepts (authentication and authorization) and uses
RSA algorithm to add additional level of security. The proposed system also depends on active
packet architecture, the packet will represented in the active node as input, and when the packet is
retransmitted to another active node it carries information about each node it visits. The result of
execution the packet will display in the first node where the packet started.
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INTRODUCTION

Computer networks are becoming fundamental to the functioning of modern organizations. As
the dependency on networks increases, the need to control networked resources becomes
increasingly critical. At the same time, networks are becoming ever more valuable in terms of their
function, the resources they offer, and the information they contain. In this way, they become not
only more valuable to an organization itself but they also become an attractive target for hostile
parties (both in and outside of an organization) (Gert D. L. 2005).

In the past decade, a wide variety of security mechanisms have been developed, aimed at
safeguarding the logical assets of an organization: firewall technologies, encryption and
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cryptographic authentication, biometrics and the like. These measures have one common factor in
that they attempt to prevent unauthorized access to resources they could be likened to the locks and
secure doors used in physical security (Gert D. L. 2005).

When performing security tasks, security professionals tray to protect their environments as
effectively as possible. These actions can also be described as protecting confidentiality, integrity,
and availability (CIA).

CIA stands for:-

e Confidentiality:- ensure that no data is disclosed intentionally or unintentionally.

e Integrity:- make sure that no data is modified by unauthorized person, that no unauthorized

changes are made by unauthorized person.

e Auvailability:- provide reliable and timely access to data and resources.

There is an idea (active network) that gives the user the ability to program the network (Psounis K.
1999).

ACTIVE NETWORK

The concept of active networking emerged from discussions within Defence Advanced
Research Projects Agency (DARPA) research community in 1995 on the future direction of
networking systems (Tennenhouse D. L. 1997).

Active Networks break with tradition by allowing the network to perform customized
computations on the user data. For example, a user of an active network could send a customized
compression program to a node within the network (e.g., a router) and request that the node execute
that program when processing their packets. These networks are "active™ in two ways:

e Routers and switches within the network actively process, i.e., perform computations on, the
user data flowing through them.

e Individual authorized users and/or administrators can inject customized programs into the
network, thereby tailoring the node processing to be user and/or application specific
(Tennenhouse D. L. 2002).

There are three principal advantages to basing the network architecture (on the exchange of
active programs, rather than static packets):

e Exchanging code provides a basis for dynamically adaptive protocols, enabling richer
interactions than the exchange of fixed data formats.

e Active packet provides a means of implementing fine grained application-specific functions
at strategic points within the network.

e The programming abstraction provides a powerful platform for user-driven customization of
the infrastructure, allowing new services to be deployed at a faster pace than can be
sustained by vendor driven standardization processes (Tennenhouse D. L. 2002).

So, active network would enable a range of applications that leveraged computation within the
network, and it would accelerate the pace of innovation by decoupling services from the underlying
infrastructure (Whetherall D. 1999).
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ACTIVE NETWORK ARCHITECTURES
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Fig. (1): Active Network Architecture

The architectures are classified based on their approach toward the realization of active
networking. Figure 1 shows the high level AN node (Active Network Node) architecture. Each AN
node runs an operating system (Node OS) and one or more execution environments (EE). When a
packet arrives at a node, it will be first handled by the Node OS. Node OS verifies and identifies the
content of that packet. If the packet does not require further process, it is then simply forwarded to
the next node. If further process is needed, the packet is passed to the EE. The further process in the
EE may include running an active application or simply store the data brought by the packet.

There are currently three architectures in implementing active network:

Active packets, active nodes and hybrid approaches. Most of the early active networks architectures
follow “the active packet” approach. This scheme is fundamentally characterized by the fact that the
code is carried inside the packet. The nodes are also active in a sense that they allow computation
up to the application layer (Clavert K. L. 1999).

«+ Active Packet Approach

In active packet the code is carried by the packets. The code is either to be executed on the data
of the same packet that carries the code or to be executed in order to change the state or the
behavior of the node (Bhattacharjee S. 1999).

Service CODE DATA

Fig. (2): Active Packet Approach Representation
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++ Active Node Approach

In this approach, the packets do not carry the actual code or program. Instead, the packet carries
some identifiers or references to functions reside in the active nodes. The packet, nevertheless, is
considered active in a sense that they decide which functions are going to be executed on their data,
and they provide the parameters for these functions (Jean-Patrick G. 2003).

Service ID. DATA

Fig. (3): Active Node Approach Representation

% Hybrid Approach

Active packets can carry code efficiently only when the code is relatively simple and restricted.
On the other hand, active nodes can efficiently provide any code given that the code is predefined.
In the hybrid architecture, active packets carry actual code and other more complex code resides in
active nodes. Hybrid architecture makes possible to use more complex programs and be flexible
enough to program command or parameters in data packets (Eva H. 2001).

SECURITY ISSUES IN ACTIVE NETWORKS

To provide security in the active network, we need two basic services: authentication and
authorization.

Authentication is the core of many current security mechanisms, it encompasses the technologies
used to identify and verify the authenticity of users, network components and processes. This
ranges from simple password based schemes through to biometric and cryptographic mechanisms.
The ultimate goal is to uniquely associate an entity external to a system with an identity stored
inside the system. In most systems, this is done by requesting some identifying information from a
client, for example a password, biometric reading or response to some challenge. This information
is then verified against information held inside the system. When the identifier and stored
information are match, the user is authenticated; otherwise the user is denied (Ravi S. 1996). Figure
4 provides a graphical overview of the authentication method.

Password table

Usrel,pass.
Usre2,pass.

A 4

Server

1. Client sends username to server.

2. Client sends password to server.

1 2 4 3. Server compares [user, pass.] pair
with its database to determine if user is
authentic.

) 4. Server provides service authorized
Client | | for user if [user, pass.] match in step3.

Fig. (4): Authentication diagram
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In an active network, authorization to perform some requested access or action would be the
overwhelming security concern. The authorization may take the form of control of access to objects
or functionality, control of exposure of data, or control of resource usage. Authentication and
authorization are somewhat tightly-coupled mechanisms; authorization systems depend on secure
authentication systems to ensure that users are who they claim to be and thus prevent unauthorized
users from gaining access to secured resources (Laat 2000).

The proposed system depends on (authentication and authorization) and used RSA (encryption-
decryption) algorithm to add additional level of security.

PROPOSAL SYSTEM

The proposed system was built using the hardware architectures that show in Fig. 5.

Not active Not active

Not active

) Notactive

THE DESIGN PROCESS

The proposed system contains two parts, the first part is security and the second part is active
network part, installed in active PC for the purpose of security by examining the received packet
from inside and outside.

The proposed program installed on PCs waiting to be active (in the work the number of active
PCs is 6), the active node is the PC that

e Have a program permits to make the packet passing inside it.
e The ability to make secure execution on packet.
e The authentication and authorization role are defined inside it.
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e The encryption and decryption algorithm done inside it.

e When active node is busy it will search for another active node which is Idle to
continue processing.

Note that all IP (Internet Protocol) addresses of active nodes are defined in packet and the active
node will be busy when there is fault in PC or normal termination. The proposed system was
written in Microsoft Visual Basic version 6 and uses window manner in its work. As well as it uses
the database to store the information like username, password, job, and the information about
authorization. And it has APl (Application Program Interface) tools (An API is simply a set of
functions that can be used to work with a component, application, or operating system), these
functions that can be called from any application running in Windows. At run time, a function is
dynamically linked into the application that calls it.

% Security Part

This part is used for securing the active node. It will exam the received packet from inside and
from outside. This part is relay on the concepts authentication, authorization and encryption.

Now the first case depends on authentication and authorization rule, the authentication rule is as
follows:

o Username

o Password

o Job

o E-mail
If the username and password is entered three times incorrect then the Program terminates.
The authorization rule is as follows:

o Permit the user to use the active PC

o Permit the user to present the result

o Permit the user to use the active PC and present the result

The information about authentication and authorization is verified against information reside
inside the system, the packet is authenticated if the identifier and stored information is match,
otherwise the packet is denied. Incase of authenticated packet, active node will make a secure
execution on it. When packet move from one active node to another, during processing, it carry's
information about each node it visit.

Second case, this part also depends on encryption by using RSA algorithm to increase the security.
The RSA algorithm is explained as follows:

Generate two random prime numbers p and g.

Multiply p and g together to generate N.

Choose another number e which must be relatively prime to (p-1) (g-1).
Calculate the value of ciphertext as C=M®(mod N).

Find d such that: e*d=1 (mod (p-1) (g-1)).

6. Calculate the value of plaintext message as M= C% (mod N).

Where

agkrownE
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M: plaintext message.

C: ciphertext message.

Public key: (e, N).

Private key: (d, N).

Now if we choose p=11, g=3 then

N=33.

(p-1) (g-1) =20.

Let Z= (p-1) (g-1).

Suitable value for e =3, since 3 and 20 have no common factors.
With these choices, d can be found by solving the equation:
3d=1 (mod 20).

Which yield d = 7.

The ciphertext, C, for a plaintext message, M, is given by
C=M3(mod 33).

The ciphertext is decrypted by the receiver by making use of rule:
M=C’ (mod 33).

«+ Active Network Part

This part is divided into two subparts, client part and server part. After the active node receives
the packet, the server part will begin working on it, in case of transmitting the packet to another
active node to continue the processing, the server should changed to the client part and the server
part of the new active node will receive the packet and work on it.

( Start )

»
>

A 4
The computer (Active Node) becomes
SEVER by program
and waits for incomina packet

Sending Packet
to another (Active Node)

\4

Incoming packet

A\ 4
Decryption the Packet

Is Job
Finished

A 4

Reading information (Data)
from Packet

v

Execution the job

v

Recording information in the
packet

The computer (Active Node)
becomes CLEINT by program

Encryption the Packet

A

Fig. (6) :The lifecycle of Packet in active node
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v

Decryption the Packet

N

Execution the program
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Fig. (7) :
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If execution is end

If the active Node
is hiisv

* THE SOFTWARE PROCESS

The Program is performed as follows:-

Step 1:- initially install the program in computer 1.

Step 2:- the program ask about username and password.

Step 3:- input IP address for all active nodes.

Step 4:- input information and suitability for users that use active nodes.
Step 5:- then install the program on all PC's we want them to be active.

Step 6:- input the job, for our example (Loop count) as shown in Fig. 8.
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=% [nput job

Input the number to increment

1+2+3+4+._.... +|1200] =?

Yes ‘ cancel

Fig. (8) Input of the job

Step 7:- run the job by entering the number we want the loop counts.

Step 8:- after 125 second, making active node 1 busy (by entering a CD in to the CD Drive which
has the priority), the packet size become 15.360 and the packet travel to active node 2 and so
on till the job is finish. An example is shown in Table 2. The active packet travels between
the active nodes arbitrary by making the other nodes busy.

THE FINAL RESULT

It is clearly shown that each active node continue doing the Job as shown in Table 1 until we
make it busy ( by entering a CD in to the CD Drive ) and then other active node will take the Job
and continue it and so on. The size of the packet increased each time the active node changed until
the Job finished as shown in Table 1. The relationship between the time and the packet size are

shown in Fig. 9.
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Table 1: Time and size of packet lifecycle for all active nodes

Computer Name Time _Iifecycle Size of Packet in
Packet in seconds KB
Computer 1 125 15.360
Computer 2 134 15.872
Computer 3 90 16.384
Computer 6 153 16.896
Computer 3 112 17.408
Computer 2 234 17.920
Computer 5 120 18.432
Computer 1 32 18.944

20
18
16
14
12

Size (KB)
P
o

oON MO

T T T T T T T
125 134 90 153 112 234 120 32
Time (sec)

Fig. (9): The relationship between time and packet size
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CONCLUSIONS

From the results obtained from the test of the proposed system we can conclude:-

Systems flexibility is very high, since the system can perform a variety of tasks and remain
efficient.

The security power of proposed system comes from different security tools (Authentication,
Authorization and RSA algorithm), which reduce the possibility of hacking the information
since the attacker has to defeat all those tools.

The performance of proposed system is good because the throughput is displayed in the first
active PC when packet started, and carries information of each node it visits.

Cost in
o Time (because more time spend on the cryptographic operation).
o Packet overhead.

The weakness of using password, which can be stolen, accidentally revealed or forgotten.
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