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ABSTRACT

To protect digital audio transmissions from unauthorized access and modification, this
paper proposes a voice encryption scheme based on chaotic systems. The proposed
approach combines multiple chaotic maps into a cryptographic scheme that is applied at the
byte level. The input sound is first divided into four equal-length parts. The Rossler system,
Lorenz system, Henon map, and Baker map are chaotic systems used to encode each
fragment. Four segments are combined, and subsequently, a logistic map is applied to the
encoded audio to introduce a flipping step, ensuring a strong spread and confusion
throughout the entire signal. During the decoding phase, XOR processes and switching are
systematically reversed using saved keys, restoring the original audio. The encoded and
retrieved audio is evaluated using several tests to ensure the success of the encoding and
retrieval process, such as the signal-to-noise ratio (SNR) test, autocorrelation, mean square
error (MSE), histogram analysis, and spectrogram comparison. The results demonstrate that
the proposed system is highly secure against attackers and possesses a powerful diffusion
and confusion mechanism, enhancing speech communication in the field of communications.
Hence, the system is suitable for multimedia applications that require an elevated level of
confidentiality, including the transmission of sensitive data, digital rights protection, and
military communications.

Keywords: Encryption, Decryption, Audio, Chaotic system.
1. INTRODUCTION

The issue of protecting digital multimedia information has garnered a lot of attention in the
recent past due to the increased use of cloud storage technology and communication
networks. Initially, the development of chaos cryptography targeted text and image
encryption due to the ability to manipulate the information using permutation and diffusion
processes. Basic mathematical analysis of the controlled Baker map and the behavior of the
two-dimensional chaos laid the foundation for the development of chaos cryptography
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systems (Kuperin and Pyatkin, 2005). Later, general models and reviews on chaos
cryptography explained the use of chaotic systems for encrypting information due to the
sensitivity of the systems to initial conditions, ergodicity, and the lack of periodicity in the
systems (Kocarev, 2011). On this basis, many image encryption methods using single and
multiple chaotic maps with substitution and permutation networks have been developed.
For example, Baker maps and logistic chaotic maps were used for improving diffusion and
pixel scattering effects (Sowthily and Brindha, 2018), and triple chaotic maps were used
for improving statistical security in color image encryption (Hosny et al., 2024). More
recent research has proposed hybrid architectures that use special transforms, such as the
Chirp Z-Transform, with logistic chaotic maps for improving statistical and differential
attack resistances. (Alaklabi et al., 2024). More advanced research has also proposed DNA-
based image encryption and normalized exponential chaotic maps for improving security
levels. (Gill et al.,, 2025) and algebraic and combinatory chaotic maps for designing
nonlinear substitution modules (Mohi et al., 2025). On the other hand, many research
works were proposed for encrypting text and generic data using single and intertwined
chaotic maps, which proved that chaotic maps can be used for encrypting data other than
multimedia images. (Gokavarapu and Kumari, 2015; Raghuvanshi et al., 2020; Mangi et
al,, 2023).

In the wider field of communication systems, chaotic systems have been studied as a method
of ensuring secure transmission as opposed to protecting static data. Studies have shown
the efficiency of chaotic synchronization in secure communication, such that alignment of
the transmitter and receiver is possible without the need for key exchange (Yau etal., 2012;
Chang et al.,, 2015). Other studies have been directed at performance analysis in
communication systems, where the dual chaotic map was combined with space-time code
and embedding methods to enhance bit error rate (BER) performance in noisy channels.
(Abdulameer et al., 2022).

Apart from the communication models, a lot of work has been done in generalizing the
application of chaotic systems in cryptography. Various tests, such as NPCR, UACI, histogram
tests, and NIST randomness tests, have been done to measure the immunity to differential
and statistical attacks (Rastogi and Thakur, 2013; Alaklabi et al., 2024). Implementation
of chaotic systems has also been done in the context of FPGA implementation for image and
multimedia encryption to provide real-time solutions (Mansor, 2016). This shows that the
chaotic system is a very good platform for the design of a secure encryption model.

More advanced studies involved speech and audio encryption, where new issues are
introduced because of the time and frequency properties of audio signals. Some initial
literature reviews covered chaos-based speech encryption methods from basic one-
dimensional logistic maps to more complex chaotic systems, focusing on digital accuracy and
reconstruction error issues (Mosa et al,, 2011; Ambika and Radha, 2012). Later studies
proposed hybrid models of speech encryption that incorporated chaotic maps with
traditional cryptographic algorithms like Blowfish and AES to improve randomness and
resistance to brute-force attacks (Abd and Naser, 2018; Mohammed and Al-Mothafar,
2024). Other studies introduced chaos-based stream cipher algorithms and speech
scramblers specifically for speech signals (Ahmad et al., 2012; Hasan, 2016; Mohammed
and Sadkhan, 2016).

To enhance security and quality of reconstruction, some research works have attempted to
combine signal processing methods and chaos-based encryption. For instance, methods
based on FFT and three-dimensional chaos maps have been suggested to improve spectral

107



N. M. Abd Ali and T. Z. Ismaeel Journal of Engineering, 2026, 32(4)

properties and resistance to attacks (Sathiyamurthi and Ramakrishnan, 2017; 2020).
Multi-map architecture has also been used to design S-boxes and confusion layers in speech
encryption systems (Abdullah and Abduljaleel, 2021). Comparative analysis of scrambling
and encryption of speech in terms of statistical and spectral analysis results has also been
presented in some research works (Sadkhan and Abbas, 2015).

However, a number of research gaps are still observable in existing literature. Most of the
literature works have not focused on byte-level audio encryption while maintaining a
precision of sixteen bits after several iterations of permutation and XOR. Secondly, very few
works have focused on distributed encryption models where different portions of the audio
signal are encrypted using different chaotic maps before combining them using a common
encryption layer. Finally, very few works have focused on a holistic assessment framework
that integrates the assessment of the audio signal in the frequency domain using spectral
analysis, histogram analysis, reconstruction metrics such as MSE and SNR, temporal analysis
using autocorrelation analysis, and security analysis using NPCR, UACI, and NIST standards
in a single assessment framework (Abdulameer et al., 2022; Alaklabi et al., 2024; Hosny
etal, 2024).

Based on the above-identified gaps in the existing literature, the proposed research work
focuses on a byte-level audio encryption technique that maintains 16-bit storage accuracy
with the help of a distributed encryption approach using multiple chaotic systems. The audio
signal is split into four parts, each encrypted with a different type of chaotic system (Rossler,
Henon, Lorenz, and Baker-like), followed by a global layer based on the logistic map applied
to the entire byte sequence. The entire approach is validated with the help of an exhaustive
experimental setup based on criteria established in the previous research works.

2. CHAOTIC SYSTEMS USED
2.1 Chaotic Logistic Map

One of the well-known chaotic functions that has been researched for use in cryptography is
the logistic map. The logistic function can be written as follows:

Xpy1 =T % xn(l - xn) (1)

where xn accepts values between 0 and 1, and parameter r is a positive constant that accepts
values up to 4. Its value establishes and investigates the logistic map's behavior. The
iterations turn chaotic at r = 3.57 (Pareek et al., 2006; Mokhnache et al., 2022). Fig. 1
shows the behavior of the logistic map.
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Figure 1. Logistic map bifurcation diagram (Pareek et al., 2006)
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2.2 Lorenz System

The following three first-order differential equations govern the Lorenz system and simulate
the Lorenz attractor's long-term evolution. (Mansor, 2016):

x =60y —n) (2)
y =-—XZ+px—y (3)
z =xy— Bz (4)

where X, y, and z are the state vectors of the system, and f3, p, and & refer to the system
parameters (Mansor, 2016). Because of the sensitivity to the initial conditions and to the
parameters, the Lorenz system must satisfy the following conditions. (Mansor, 2016):

1) B, p, and 6 are greater than zero.

2) & must be greater than f.

3) p is greater than pc, where pc is the critical value of p = §(6+£+3)/(6-f-1) (Willsey et al.,
2011). Fig. 2 shows Lorenz system trajectory.

Figure 2. Lorenz system trajectory (Willsey et al., 2011; Mansor, 2016)

2.3 Henon Map

The two-dimensional Henon map was defined by the French physicist Michel Henon. The
following is how a Henon map converts a point (xn, yn) into (Hosny et al., 2024):

Xpt1 =1— a(xn)z + Yn (5)
Yn+1 = bxy (6)

The map is guaranteed to be chaotic when the control parameters are a = 0.3 and b = 1.4
(Mursi et al.,, 2014; Hosny et al.,, 2024). The Henon chaotic map has near-optimal
randomization qualities, is computationally efficient, and can produce confusion and a flat
histogram. The Lyapunov exponent, random behavior, and uniform non-variation of the
density variable are some of its notable features. The Henon map is strongly advised for
cryptography applications due to these characteristics (Hosny et al., 2024).
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2.4 Rosslor System

The number of second-order nonlinear terms in this system is different from that in the
Lorenz system, which includes two nonlinear second-order terms, ab and ac. With a, b, and
crepresenting the system parameters, the differential equations of the system are as follows:

x=—+2) (7)
y =x+ay (8)
z=b+z(x—rc) 9

When a=0.2, b=0.2, and c=5.7, the Rossler system attractor behaves as a chaotic attractor.
Additionally, it is a bifurcation parameter, meaning that it is the parameter that causes the
system to approach a fixed point, periodic system, or chaotic system. The system
corresponds to b=2, c=4. As can be seen from the previous equations, xz is the only second-
order nonlinear term. (Mansor, 2016).

2.5 Baker's Map

Baker's map is one solution to the most basic mathematical model for examining mixing and
chaos in two dimensions. This map provides a mathematical description of a baker's
kneading action: the dough is stretched, chopped, stacked, and squeezed to distribute the
components uniformly. Baker's map is represented by the equation below. (Kuperin and
Pyatkin, 2005):

_ (2x,vy/2) 0<x<1/2
floy) = {(Zx,y/Z y/2 +1/2) 1/2<x<1 (10)
In this case,

e x: stands for the horizontal coordinate at the initial location.
e y: Denotes the original point's perpendicular coordinate.
e After applying the Baker map to the point (x,y), the resulting coordinate is f(x,y).

3. METHODOLOGY

3.1 Preprocessing

i. Read the audio WAV.
ii. Convert to mono if necessary.
iii. Normalize and save the normalization scale (mx) for rescaling during recovery.

3.2 Segmentation

i. Divide the sample vector into S consecutive segments, such as S = 4.

ii. Convert samples to 16-bit signed integers (int1l6) using integer conversion. Use a
reversible typecast to transform each int16 into two bytes (uint8). Lossless invertibility
requires this.

3.3 Segment-Level Encryption

e Segment 1: The Rossler chaotic system is used for encryption in the first section. Three
parameters define the Rossler system in Egs. (7) to (9): a=0.2,b=0.2,and c =5.7.
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as well as initial conditions for the state variables xo, yo, and zo, which are selected at
random from a narrow positive range. To eliminate the initial bias, a transient discard of
200 iterations and a time step dt=0.01 are also used. To create permutation indices, the
generated trajectory is first sorted using its real-valued outputs. Next, the sequence is
quantized into 8-bit values to create a keystream. The segment is thus encrypted by
applying an XOR operation with the quantified keystream after rearranging the audio
bytes using the permutation indices. To ensure that even slight changes in the key result
in entirely different permutations and keystreams, a lightweight key-scheduling
mechanism further alters the initial seeds across segments. By combining positional
scrambling and numerical diffusion, this dual mechanism improves security while
preserving computational efficiency.

e Segment 2: The Henon map is used in the second section. The Hénon system is
parameterized Egs. (5) and (6) in this implementation by a=1.5 and b=0.3, where x, has
random initial conditions, and yn are eliminated from the initial state using a transient
discard of 500 iterations. Permutation-only encryption is used in this stage, in contrast
to Segment 1. A deterministic permutation order is derived by processing two correlated
sequences produced by the iterative dynamics of the Henon map. This order reshuffles
the audio signal's byte positions without changing their values. This step aims to weaken
resistance to statistical analysis by upsetting the data's initial spatial arrangement and
lowering local correlations. The scheme's unpredictability and cryptographic strength
are greatly increased by the fact that even slight changes in the secret key parameters
produce completely different permutation patterns because of the Hénon map's extreme
sensitivity to initial conditions.

e Segment 3: The Lorenz system is used in the third section. The Lorenz parameters that
are used in Egs. (2) to (4) are 0 = 10, $ =8/3, and p = 28, with initial conditions for x,, y,,
and z, chosen at random. yo and zo. To get rid of short-term correlations, a transient
discard of 200 iterations and a numerical integration step of dt = 0.01 are used. The
Rossler-based method and the Lorenz trajectory are processed similarly. After sorting
the real-valued outputs, a permutation index vector is created and used to rearrange the
audio bytes. To achieve diffusion, the same sequence is quantized into an 8-bit keystream
and then XORed with the permuted bytes. The signal's structural and statistical
characteristics are obscured by this dual operation. Because the Lorenz system is chaotic,
even slight variations in parameters or seeds result in radically different keystreams and
permutations. This feature greatly improves the encryption's resistance to differential
analysis and brute-force attacks, and the combination of XOR and permutation keeps
implementation efficiency high.

e Segment 4: At segment 4, a Baker transformation is applied, which is theoretically based
on Baker's map that is used in dynamical systems. Here, the byte stream is split into fixed
partitions, and each of them is processed with local permutation operations. The
execution employed the following parameters: eight partitions exist. Shuffle mode is
implemented by reversing the byte order of every partition. The stream of bytes is
partitioned first into eight roughly equal pieces with calculated partition boundaries. In
every partition, the indices are reversed to produce a local permutation. The local
permutations form a global permutation of the whole sequence of bytes when they are
concatenated. Apart from its computational efficacy, this partitioned shuffling process
adds another layer of positional scrambling over the more intricate chaotic maps utilized
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in the course of the previous sections. All these steps are crucial in further destabilizing
the sequential nature of the audio data, even though it does not entail diffusion (i.e., no
XOR operation). Use of multiple partitions makes the cipher more resistant to statistical
analysis. Furthermore, the ability to enable and disable shuffle operations within
partitions offers flexibility in balancing efficiency and complexity.

3.4 Global Stage (Logistic Map: Permutation + Diffusion)

At the end of each of the four segments, their ciphertext byte streams are concatenated into
a single long stream. The logistic map provides further encryption to the global stage. In the
code, the logistic map in Eq. (1) is initialized with the following parameters:

e Control parameter r=3.99,

e [nitial state x,€(0.05,0.95), randomly selected,

» A transient discard of 1000 iterations to remove initialization bias.

The logistic sequence is applied in two complementary operations:

1. Permutation: The created chaotic sequence is ordered to obtain a permutation index,
which is utilized to reorder the concatenated ciphertext bytes.

2. Diffusion (XOR): The identical sequence is quantized to 8-bit integers to obtain a
keystream, and then it is XORed with the permuted byte stream.

This last step guarantees that even when an opponent has succeeded in acquiring partial
knowledge about an intermediate segment, future global transformation would render
direct reconstruction of plaintext impossible. Sensitivity to initial conditions of the logistic
map also guarantees that variations in the secret seed or control parameter by a small
amount generate entirely different permutations and keystreams, thus enlarging the
effective key space. This architecture trades computational performance against
cryptographic resilience through the balance between XOR operations and limited
permutation with chaotic dynamical randomness.

3.5 Storage

The encrypted audio data are stored in a standalone binary file, and the corresponding key-
related parameters are held separately under a matching identifier to facilitate linkage with
recovery data; the key file must be protected using an appropriate key-management
mechanism. Fig. 3 demonstrates the methodology of audio coding using chaotic systems.

3.6 Decryption Process

The decryption procedure is designed as the inverse of the encryption pipeline, relying on
the same keys, chaotic map parameter, iterations, and key material saved during encryption.

1. Retrieving the encrypted byte stream together with the key file, which stores the initial
seeds, chaotic map parameters, the number of discarded iterations, and any auxiliary
permutation tables or XOR keystreams required for deterministic recovery.

2. Global Decoding Phase, where the logistic map is reinitialized using the stored
parameters. The corresponding permutation vectors and XOR keystreams are
regenerated. The inverse operations are then applied in sequence, where the XOR
diffusion is reversed, followed by the inverse permutation to restore the original byte
order across all segments.
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Figure 3. Flowchart of the encrypted stage
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Figure 4. Flowchart of the decrypted stage
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Segments decoding phase: Each segment is processed independently.

Segment 1: In the reverse Rossler system, the same pseudo-random sequences are
reproduced, and the inverse operations are applied by undoing the local EX-OR diffusion
and then reversing the permutation of bytes.

Segments 2: Reverse Henon map, the deterministic permutation orders are regenerated
and inverted to recover the original structure of the data.

Segment 3: Reverse Lorenz system, the Lorenz system reconstructs the chaotic sequence
required for both permutation and diffusion. The inverse EX-OR and inverse permutation
operations are carried out sequentially to restore the original segment data.

Segment 4: Reverse Baker-like, the partition-based permutation order used during
encryption is reconstructed and inverted to recover the correct arrangement of bytes.

Finally, the four decrypted segments are merged, converted back from byte representation
to audio samples, and scaled using the original parameters. This ensures that the recovered
audio waveform is an exact reconstruction of the original signal, assuming the encrypted
data and key material remain preserved and secure. Fig. 4 illustrates the methodology for
decoding and audio recovery.

3.7Pseudo-Code

Input: Audio signal S of length N
Output: Encrypted bytes file and decrypted audio '
Step 1: Load the audio.

e Read audio signal

e Convert to mono

e Normalize samples to [-1,1]

o Split the audio signal into 4 segments

Step 2: Generate chaos keys.

e Rossler system

e Henon map

e Lorenz system

o Baker-like map

e Global logistic map (permute + XOR)

Step 3: Encryption
For each segment:

1. Convert segment samples to int16 — then to bytes (uint8)
2. Apply segment-specific chaos encryption:
o Segment 1: Rossler system
o Segment 2: Henon map
o Segment 3: Lorenz system
o Segment 4: Baker-like map
3. Merge segments and apply global encryption
Concatenate all encrypted segment bytes
e Apply logistic map: permute + XOR
4. Save the bytes file as encrypted_bytes.bin and (keys.mat).

Step 4: Decryption

1. Load encrypted_bytes.bin and keys.mat
2. Undo global logistic encryption: XOR + inverse permutation
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w

Divide bytes back into original segments
4. For each segment, reverse segment-specific encryption:
o Segment 1: Inverse Rossler system (inverse XOR + inverse permutation)
o Segment 2: Inverse Henon map (inverse permutation)
o Segment 3: Inverse Lorenz system (inverse XOR + inverse permutation)
o Segment 4: Inverse Baker-like (inverse partition permutation)
5. Convert bytes back to int16 — then to [-1,1] samples
6. Save the original number of samples
Step 6: Recover audio
1. Rescale samples by original max amplitude
2. Save as restored_from_bytes.wav

4. RESULTS AND DISCUSSION

All the experiments performed using the suggested encryption algorithm were executed on
a home machine with the following specifications: Processor (Intel Xeon CPU E3-1505M v5
atabase clock speed of 2.81 GHz), and RAM (16 GB). The process, encryption and decryption
functions, and time and statistical testing were performed for the software module on
Windows 10 using MATLAB R2024a. Tables 1 to 4, Figs. 3 and 4 below show the results of
the tests performed:

4.1 SNR Test

The value of SNR test results for four samples of speech is shown in Table 1 (AlSaad and
Hato, 2014; Bushra et al., 2025).

Table 1. SNR Test

No. Speech sample in wav | Duration in second SNRin dB
Encryption Decryption
1 Audiol 5 -12.87 66.37
2 Audio?2 4 -13.32 72.32
3 Audio3 3 -14.06 66.82
4 Audio4 1 -13.31 70.73
5 Audio5 23 -10.65 74.82
6 Audiob 60 -14.05 75.00
4.2 MSE Test

The value of the MSE test results for four samples of speech is shown in Table 2 (Chicco et
al,, 2021; Alrifaee and Ismaeel, 2022).

Table 2. MSE Test

No. Speech sample in Duration in MSE
wav second encryption | Decryption
1 Audiol 5 0.028801 0.000000
2 Audio2 4 0.127266 0.000000
3 Audio3 3 0.042572 0.000000
4 Audio4 1 0.089751 0.000000
5 Audio5 23 0.083200 0.000000
6 Audio6 60 0.346755 0.000000
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4.3 Entropy

The value of entropy test results for four samples of speech is shown in Table 3 (Anjana et
al., 2022; Mohi et al., 2025).
Table 3. Entropy Test

No. | Speech sample in wav | Duration in second Entropy
encryption Decryption
1 Audiol 5 7.9972 4.6743
2 Audio?2 4 7.9989 5.3939
3 Audio3 3 7.9977 5.1173
4 Audio4 1 7.9965 54172
5 Audio5 23 7.9981 6.1584
6 Audio6 60 7.9997 4.9028

4.4 Correlation Test

The value of correlation test results for four samples of speech is shown in Table 4
(Mokhnache et al.,, 2022; Haseeb et al., 2023).

Table 4. Correlation Test

No. Speech sample | Duration Correlation
in wav in second | Original vs encrypted | Original vs decrypted
1 Audiol 5 0.002390 1.000000
2 Audio2 4 0.003717 1.000000
3 Audio3 3 -0.002049 1.000000
4 Audio4 1 -0.003114 1.000000
5 Audio5 23 0.000913 1.000000
6 Audio6 60 -0.000470 1.000000

4.5 Spectrogram

The spectrogram for the speech sample in the three cases (original, encryption, and
decryption) is demonstrated in Fig. 5 (Mosa et al., 2011; Sathiyamurthi and
Ramakrishnan, 2020).
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Figure 5. Spectrogram speech signal
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4.6 Histogram

The histograms for the speech sample in the three cases (original, encryption, and
decryption) are demonstrated in Fig. 6 (Mosa et al., 2011; Sathiyamurthi and
Ramakrishnan, 2020).
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The results showed that the system has a great ability to hide the statistical characteristics
of the original signal, as the correlation coefficients between the original and encrypted
signals reduced to values near zero, and the entropy value approached ideal randomness.
The measurements also showed that the mean squared error (MSE) remained low ~ 0.0000
(zero MSE indicates an exact sample-wise match (bit-exact)) while maintaining a high signal-
to-noise ratio (SNR) after decryption, ranging between 66.37 and 70.73 dB, reflecting the
audio quality after the encryption and decryption process.

5. CONCLUSIONS

This research presented a system for the encryption of audio signals based on a set of chaotic
maps (Rossler, Henon, Lorenz, and Baker) as well as a logistic map to achieve a high level of
randomness and complexity. The system showed better performance in terms of encryption
strength and key sensitivity, despite increased computational complexity and execution
time. Accordingly, the proposed approach constituted an effective step towards designing
more secure systems to protect voice communications. In the future, it is possible to improve
implementation efficiency to reduce the processing time and to study the possibility of
integrating the system with real-time applications or embedded platforms with limited
computing power.
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NOMENCLATURE
Symbol | Description Symbol | Description
ab, c Rossler system parameters XV Z state vectors
ab Henon system parameters x,y,z" |Differential state variable of a chaotic system
R Bifurcation parameter ofthe |, p,6 | Lorenze system parameters
chaotic map
XnYnXn+1 | Current and next value of the | p. Critical value of p
) Vn+1 chaotic map state variable
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