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ABSTRACT

The rise of 5G and 6G networks, along with the rapid growth of edge computing, is creating
a strong need for smarter and more privacy-aware ways to handle task offloading as users
move across the network. Many current methods still treat mobility prediction, federated
learning (FL), and differential privacy (DP) as separate pieces, which often leads to avoidable
delays, higher energy use, and weaker data protection. This paper introduces Mobility-
Aware Federated Reinforcement Learning (MA-FRL), a framework designed to bring these
components together. It integrates deep reinforcement learning (DRL) with supervised and
unsupervised ML techniques to enhance edge intelligence, mobility prediction using Markov
chains, and Gaussian Differential Privacy (DP) to make better offloading decisions across
multi-tier edge environments. MA-FRL uses a federated deep Q-network (DQN), where each
edge node trains locally on mobility-aware data and adds DP noise before contributing to
the global model. It utilizes NS-3 and ¢, in addition to real datasets like CRAWDAD, Geolife,
and SPEC power; the framework is among the first to achieve 32% lower latency, 27%
energy savings, and strong privacy protection (¢ < 1.0). Pareto analysis shows a balance
between performance goals and topology-aware tuning, improving results in urban, rural,
and vehicular settings. MA-FRL also aligns with the General Data Protection Regulation
(GDPR). Future work will explore Long Short-Term Memory (LSTM) and Spatio-Temporal
Graph Neural Networks (ST-GNN) mobility models and hardware-in-the-loop testing.

Keywords: Edge intelligence, Federated reinforcement learning, Mobility prediction,
Privacy preservation, Task offloading.

1. INTRODUCTION

The 5G/6G networks will enable real-time intelligence for self-driving cars, smart health,
industrial [oT, and extended reality, marking a transformative shift in the digital landscape
by enabling ultra-low latency, high bandwidth, and massive device connectivity across these
domains (Liang et al., 2024). This requires machine learning (ML)-based algorithms to be
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used on the network edge in resource- and geographically challenged settings (Xie et al.,
2023). One of the approaches that has demonstrated great promise in these situations is
POMDP (partially observable Markov decision process) within the ML branch called
Reinforcement Learning (RL). Our approach enables individual devices to stream data
locally, eliminating the need for centralized aggregation that compromises efficiency and
privacy. Specifically, the decision to centralize RL networks creates considerable latency
and, therefore, is ineffective in real-time decision-making orchestration that is required in
these settings (Lekharu et al., 2024). This is particularly problematic in sensitive
applications such as mobile health monitoring or location-aware services where user data is
often protected under strict regulatory frameworks like the General Data Protection
Regulation (GDPR) or the Health Insurance Portability and Accountability Act (HIPAA). In
these settings, on-device collaborative model training is accompanied by federated learning
at the edge, without needing to share individual model weights (Hamdi et al., 2022). The
main challenge regarding federated learning in these situations is the lack of adaptability to
changing networks and the mobility of devices within 5G/6G involving UAVs, smart vehicles,
and mobile phones. Moreover, FL lacks the dynamic control loop of RL, making it ill-suited
for real-time task offloading or resource allocation under changing network conditions
(Duan et al., 2023). By integrating mobility prediction, differential privacy, and deep
reinforcement learning, the framework optimizes task offloading, reduces latency and
energy consumption, and ensures data privacy across decentralized, heterogeneous edge
environments using realistic simulations and real-world mobility traces. The main
theoretical contribution of this work is the formulation of a mobility-aware privacy-
constrained federated reinforcement learning problem, where mobility prediction,
federated policy optimization, and differential privacy are jointly incorporated into a unified
Markov decision framework.

2. RELATED WORKS ON MOBILITY, PRIVACY, AND EDGE INTELLIGENCE

Integrating FL, mobility, and privacy in edge computing remains a challenge. (Tang et al.,
2024) support offloading and caching but omit RL and mobility, while (Loutfi et al., 2024)
survey mobility without proposing a learning or privacy framework. (Liang et al., 2024)
introduce differentially private FL, whereas (Qian et al., 2024; Betalo et al., 2025) address
FL caching and DRL task allocation but lack comprehensive support for mobility, privacy,
and multi-tier edge computing. In contrast, MA-FRL integrates federated DQN, Markov-chain
mobility prediction, differential privacy, and multi-tier orchestration, achieving 32% lower
latency, 27% energy savings, and € < 1.0in NS-3 and iFogSim simulations as in Table 1.
PPO-based edge offloading: PPO is valued for stability/efficiency in edge offloading. (Zhang
et al,, 2025) proposed PPO-Transformer (42% faster, 22% lower latency), (Li et al., 2025)
used GAT-enhanced PPO (35-40% deadline compliance), (Chen et al., 2025) offered multi-
tier PPO, (Liu et al., 2026) developed multi-agent PPO for DAG tasks. (Huang et al., 2026)
presented semantic MAPPO for QoE/resource. Despite these advances, none integrate
federated learning with differential privacy, nor handle mobility prediction as a first-class RL
state component. Multi-agent reinforcement learning (MARL) for edge intelligence: The
inherently distributed nature of edge computing has motivated MARL solutions like AirFed
(dual GATs, 42.9% cost reduction for multi-UAV) (Wang et al., 2025), FMADRL (30% lower
latency, 25% lower energy for vehicular networks) (Li et al,, 2025; Kim et al., 2025) (DRQN
with secure aggregation for 6G), and (Zhao et al.,, 2026) (MARL with game theory and
MASAC). While they address cooperation and privacy, they typically assume
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static/predictable mobility and fail to jointly optimize mobility prediction, differential
privacy, and federated RL within a unified framework.

Table 1. Comparison of state-of-the-art with MA-FRL.

(Liang et | (Qian et
(Tang et al,, | (Loutfietal., |al,2024) |al., 2024) | (Betalo etal.,
Feature/ | 2024) FL + 2024) mobility| DP-FL | mobility- | 2025) multi- MA-FRL
paper task awareness in with aware |agentDRLin | framework
offloading MEC Laplacian | video 6G UAVs
smoothing| caching
Federated |Yes (Feature- Survev Onl Yes (DP- |Yes (Async No FL ffvsagw;tr}; d
Learning (FL) [Matching FL) yLnly FL) FL) privacy a
coordination)
Reinforcement Yes (multi- | Yes (Deep Q-
Learning (RL) NoRL NoRL No RL NoRL Agent DRL) | Network FL)
Yes Yes Markov-based
Mobility Static or . Not (Mobility- | UAV-based prediction
o (Comprehensiv . o . .
awareness limited . considered| Aware mobility  |integrated into
e Review) . .
Caching) RL decisions
Differential Dllgieiizlétlal
Privacy Not Not discussed | Privacy Weak vacy
. . . ; . Not addressed |(Gaussian noise
mechanism | emphasized in depth (Laplacian | privacy
smoothing) + Moments
Accountant)
RL-based
Task Yes No task-level Not Caching | UAV-based |offloading with
offloading modeling applicable only |taskallocation| federated
aggregation
Multi-tier edge,
System Device-Edge- MEC in 6G Abstract FL ME‘Ei-dbe;zsed UAV-assisted | real trace-
architecture Cloud model . SAGIN driven
caching . .
simulation
Joint
Energy and . Energy optimization
Latency Theoretical Not ) Energy/latenc
latency : i considered| . " ¢ . (latency,
o considered review modeled | . y in simulation ;
optimization (indirectly) energy, privacy,
convergence)
Applied NS-3, iFogSim,
Simulation Custom Sim | Survev onl Synthetic Soft UAV CRAWDAD,
platform yonly benchmark|Computing| simulations Geolife,
datasets SPECpower
Explicit
Data Privacy Not Trade-off Not privacy-utility
Trade-Offs | addressed Notaddressed in DP-FL | modeled Not modeled analysis (& <
1.0)
Yes
Scalability and Partial Dev1.ce No Not leltgd to Yes (UAVs and (Heterogeneou
Heterogeneity heterOgeneltyimplementation covered caching nodes) s nodes and
modeled scope decentralized
edge tiers)
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Recent federated deep reinforcement learning (FedDRL) has produced notable architectures.
(Chen et al,, 2026) developed FedMAGS (meta DRL with GAT-seq2seq for heterogeneous
adaptation), (Wu et al., 2025) proposed FDRLGT (game theory for vehicular caching),
(Cheng et al., 2025) used FD3QN (horizontal FL with dueling DQN, 30% efficiency gain),
(Liu etal., 2026) introduced C-MOPPO (constrained multi-objective PPO for FEEL), and (Xu
et al., 2026) proposed SAGIN offloading. Yet all either omit mobility prediction entirely or
preprocess it separately, and they lack differential privacy integrated into the reward signal.
Hence, none achieve MA-FRL's tight coupling of mobility, privacy, and policy optimization as
in Table 2.

Table 2. Comparison of PPO-Edge, MADDPG, FedPPO with MA-FRL.

Feature MA- | PPO-Edge (Wuet | MADDPG (Zhang et | FedPPO (Wang et
FRL al,, 2025) al,, 2025) al.,,2024)
Federated Learning | Yes No No Yes
Multi-Agent No No Yes No
(FL)
Mobility-Aware Yes Limited Yes Limited
Privacy (DP) Yes No No Limited
Latency Reduction 32% 25% 28% 30%

Compared to DQN, PPO-Edge, MADDPG, and FedPPO (2022-2024), as seen in Table 3, MA-
FRL demonstrates the lowest latency (103ms vs. 112-152ms) and lowest energy
consumption (68 ] vs. 78-92 ]) while also being the only one to provide differential privacy
(¢=0.85) and Markov mobility. MA-FRL is also the only one providing Federated Learning,
Reinforcement Learning, and privacy assurance. Other methods do not offer such a balanced
trade-off.

Table 3. Benchmarking MA-FRL against prior art: privacy, mobility, and efficiency gaps.

Baseline Year | FL | RL Type Mobility Privacy | Latency | Energy | €
Centralized DRL | 2022 | No | DQN No None 152ms | 92] 00
PPO-Edge 2023 | No | PPO Basic None 118ms | 81] 0
MADDPG 2023 | No | Multi-DDPG | Yes None 112ms 78] 00
FedPPO 2024 | Yes | PPO No Limited | 125ms | 85] 1.8
MA-FRL (Ours) | 2026 | Yes | DQN+FL Markov+RL | GDP 103ms | 68] 0.85

3. PROPOSED METHOD

MA-FRL provides a tiered edge computing structure by incorporating user devices (cars,
drones, smartphones) which are scattered across different locations and do not operate at
the same time. MA-FRL employs edge nodes (hosting local federated DQN agents) and a
cloud server (coordinating global aggregation via federated averaging over DP-protected
gradients, never accessing raw data) (Wei et al., 2020; Min et al., 2023). Markov chains
predict user mobility for proactive task allocation (Zhang et al., 2022; Xie and Cui, 2025).
The framework jointly optimizes latency, energy, and privacy (Jiang et al., 2022; Cao et al,,
2024). Locally, each user sends a task to the nearest edge, which predicts mobility, makes a
DQN offloading decision, and receives a reward based on latency, energy consumption, and
privacy cost (Li et al., 2022; Yamansavascilar et al., 2022; Hsieh et al., 2023), see Fig. 1.
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Edge nodes compute DQN gradients, add DP, send to a global aggregator using FedAvg, then
redistribute—training repeats with replay and target networks. Given users U, edges E,
tasks t; (size d;, compute c;, delay §;), the MDP state s, encodes location, queue, mobility,
and resources; action a, picks edge/cloud; reward r; balances latency, energy, and privacy
(Wei et al,, 2020; Zhang et al., 2022; Xie and Cui, 2025).

re= - a-Latency:+ -Energyt+ { -PrivacyLosst (D
=
oo
o
Global Cloud Server
(FedAvg + DP)
Task Offloading /—\ \ Federated Synchronization
—(ER)—y
User | Eise — B
Layer =5 w a’ O
Mobility Piobility
RL Agent Prediction Edge Node Prediction Edge Node
Edge Task Offloading
Layer ¢
’\
User — ==
Layer &> /5N
Smartphone Connected Vehicie Drone

Figure 1. MA-FRL system architecture.

The tunable weights a, 5, and {control the importance of latency, energy, and privacy,
respectively. This formulation enables MA-FRL to balance trade-offs among these objectives
and adapt to different system requirements and application priorities. (Xie et al., 2023;
Loutfi et al., 2024; Cao et al., 2024).

P = Pr(leys =j 1 e = 1) (2)

Where I: is the location of a user at time t. To preserve privacy, each edge node applies
Gaussian differential privacy to the gradient gi before sharing it (Lekharu et al., 2024; Liang
etal,, 2024):

gi=g; + N(0,0%I) (3)

where g; is client **'s original gradient, N (0, 6°I) is a zero-mean Gaussian with covariance
(multivariate Gaussian distribution) o?l (6 = privacy level, I = identity). Adds noise to
obscure individual updates while preserving statistical properties (Wei et al., 2020; Jiang
etal, 2022):

Wiy1 = ZN h gi (4)

Note: n = )}; n;.

Optimization Goal: Maximize the cumulative expected reward over time (Xiao et al., 2022;
Dai et al., 2022; Li et al., 2022; Khot et al., 2023; Bi et al.,, 2023; Zhang et al., 2024;
Glanois et al., 2024).

max E, [Z:zoytrt] (5)
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A

subject to: Edge node resource constraints (CPU, memory). User mobility and connectivity.
Differential privacy budget e. MA-FRL’s hierarchical architecture for MEC shown in Fig. 2
shows that edge devices (smartphones, vehicles, drones) send task requests to edge nodes
that run RL agents with mobility prediction for task scheduling. After receiving DP-protected
gradients, the cloud runs federated averaging and then distributes the augmented global
models to all edge nodes. This design provides mobility-aware, latency-efficient, privacy-
preserving task offloading and resource optimization.

Differentially
Private Gradiemts

Edge odes
(MEC Laver)

==
Mobitityl | _ _ _ _ _
Frediction
Maodule

==
Mobilityl
FProediction
Module

I RL Agenll

RL Agentl

I RL Agentl

Edge Nodes
(MEC. I_ayer)

@i—i%

End DQV|ces

Figure 2. Hierarchical MA-FRL architecture in mobile edge computing (MEC).

MA-FRL preserves privacy by adding Gaussian noise to gradients (gi = gi +N (0, 021)) and
tracks cumulative loss via a moments accountant to tune € (e.g., <1.0). Aggregation uses
FedAvg with perturbed gradients wt+1=Yi=1VN ni / g;, where n; is the number of local samples
and n=)ni. (Wang et al., 2024), ensuring no raw data is transmitted. User mobility is
modeled with a first-order Markov chain to predict handovers, enabling proactive
reassignment and state adaptation, which reduces disconnection delays. See Fig. 3.

ey Mk Chan
!

Local Interaction and
Learning

<

Federated Model
Update

<

Global Dissemiminin
Syncharmination

<

Figure 3. MA-FRL workflow for privacy-aware task offloading in edge networks.
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=

TMA-FRL'’s tiered computing structure is built upon a Moving-Base Markov Decision Process
(Gu etal., 2024; Ma et al,, 2024; Tahmid et al., 2024; Guo et al,, 2021; Tang et al., 2022;
Mitsis et al., 2022; Zhang et al., 2023; Chafii et al., 2023). For task offloading, the state is
user mobility and resources, while the reward is latency, energy, and privacy loss. Table 4
illustrates its mathematical components. Table 3 demonstrates the algorithms needed for
task offloading (Markov prediction, DQN, Gaussian DP, Moments Accountant, FedAvg)
(Wangetal., 2022; Feng et al., 2022; Musa et al., 2022). Together, they present MA-FRL's
theoretical and algorithmic foundation for mobility-aware, private, optimized edge
intelligence in 5G/6G (Lu et al,, 2021; Amiri et al., 2021; Serghiou et al,, 2022; Wu et al,,
2022; Li et al.,, 2022; Zhou et al., 2023; Yu et al.,, 2023; Nahar et al., 2023; Bai et al,,
2023).
Table 4. Mathematical formulas foundation for the MA-FRL framework.

Equation Formula Description Symbols
1. Reward re= - a-Latency+f3 -Energy+ Composite reward re: reward
function -PrivacyLoss: balancing latency, a, 13, y: weight
energy consumption, | factor
and privacy budget.
2. Mobility Pij =Pr(legp1 =j 1l =1) Markov chain Pj: transition
prediction probability of the probability user
user transitioning location at time t.
from location i to j.
3. gi=gi + N(0,0%) Gaussian noise g;, local gradient
Differential added to local o: noise scale
privacy gradients for gi: privatized
noise privacy. gradient
addition
4. Federated N n; Aggregation of W1, global model
Averaging Werr = Zi=1; 9i differentially private | nj, local samples
(FedAvg) gradients from edge | n total samples
nodes.
5.RL max E,, [ ZT— yt Tt] Reinforcement : policy; y:
objective n £=0 learning goal to discount factor
(expected maximize re: reward at time t
return) discounted reward
over time.
6. Privacy Formal Definition of € = f (o, T), Tracks cumulative €: privacy budget;
Budget € privacy leakage over | o: noise std dev; T:
Tracking 2 training rounds. The | number of i
1 2 1 accountant q = 2D the
= min log ( ) 1 minimizes over N
A A=-1 j . sampling rate,
= 1nteger ord(.ers Ato o is the noise
obtain the tightest ¢. L
multiplier.
— oV igiexy (1Y 1))
q)"’q’exp ( o7
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Table 5. MA-FRL framework algorithms.

Algorithm Description Purpose
Markov chain Models’ user movement as a discrete- | Predicts future user locations
mobility prediction | time Markov process with transition | to enable proactive task
probabilities Py = Py (Its1 =j + 11 = 1) offloading and  handover
management.

Deep Q-Network

Uses a DQN agent with state s (user

Optimizes offloading decisions

local sample count.

(DQN) for task location, task size, edge resources), | by balancing latency, energy,
offloading action a; (offload to edge/cloud), and | and privacy costs.
reward r: = - (a-Latency + -Energy + (
-Privacy Loss)
Gaussian Perturbs local gradients with noise: g;= | Protects user data during
Differential Privacy | gi + N (0, 02I), where o controls privacy | federated updates by
(DP) level. ensuring e-DP guarantees.
Moment’s Tracks cumulative privacy loss €€ across | Ensures long-term privacy
accountant federated training rounds using | compliance (e.g., €<1.0).
advanced composition theorems.
Federated Aggregates perturbed local | Synchronizes global model
Averaging (FedAvg) | updates: w1=Yi=1" n; /n g, where n;is | updates without raw data

sharing.

Experience Replay
and Target

Stores past transitions (s, as, 1y St+1) in a
buffer and uses a separate target

Stabilizes DQN training in non-
stationary edge environments.

Networks

network for stable Q-learning.

While Tables 4 and 5 summarize the mathematical and algorithmic components of MA-FRL,
the framework's contribution extends beyond the integration of existing techniques. The
following subsection clarifies the mathematical novelty of MA-FRL and highlights its
distinctions from prior FL+RL edge intelligence approaches.

3.1 Mathematical Novelty and Distinction from Existing FL+RL Frameworks

Unlike FL+RL frameworks that assume static users, treat privacy as an add-on, and fail to
jointly optimize in dynamic 5G/6G, MA-FRL unifies mobility, privacy, and RL via a state-
space that augments network/resource features with Markov-predicted mobility
information. Let:

M, = [P;;()] ;L 00, M, = (P;;(8) | i,j € T} (6)
M, = {P;; = Pr(l;41 = j | l; = i)} is the Markov chain mobility matrix.

At time t, M, is a matrix with entries P;; representing Markov transition probabilities from
stateitoj (i,j € {1, ...,n}), which may vary over time t = 0,1,2, .... Here, S is the number of
location states,and I = {1, ..., n} is the full index set of all possible states. Denote the mobility
transition matrix, where,
Pij=Px (It+1=j | It=i) (7)
represents the probability that a user or device transitions from location (i) to location (j)
during the next decision interval; it is the one-step transition probability from the current
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state i to next statej (entry of matrix M;), denoted Pr(l;;; =j | l; = i), where l; is the
system state at time ¢, i and j are specific states, and the vertical bar indicates conditional
probability.

The augmented state vector becomes,

St = [Ry, Wy, Ny, Mt]T (8)

The system state is defined as s; = [Ry, Wi, N;, M{], where R;, W;, and N;represent
resource/reward, a stock variable, and population, while M, = {P;;}is the state transition
matrix (constant under time homogeneity). The state evolves as s;,1 = f(s¢). By embedding
mobility information in M;, MA-FRL enables proactive task migration and handover
management. Rather than being static, M evolves with the system state and influences the
dynamics of R;, W;, and N,, forming a feedback loop that naturally extends to Markov
decision processes.

3.1.1 Interpretation of State Variables and Transition Dynamics

Let R;, W;, and N; denote resource stock, aggregate wealth, and total population. The K X
K transition matrix M, has entries P;;(t) = Pr(i — j), which may depend on current macro
variables R;, W;, N;, and the population distribution is given by counts n;(t) across states, so

i) = N 9)

Though n; is not in s, it is reconstructable; W;, N; often suffices because M;, n; drive future
aggregates. A complete state is s; = [R;, n;, M¢], but the given s; assumes W;, N; encode the
distribution.

3.1.2 The two-way interaction (feedback equations)

Macro variables R; (resources), W, (wealth), and N; (population) shape the micro transition
matrix M, via P;; = f;;(Ry, W¢/N¢, No)—where high resources enable upward moves, low
per-capita wealth increases downward risks, and N, influences congestion. In turn, the
updated distribution n;(t + 1) = X; n; (£)P;;(t) drives new aggregates Ny,q, Wiy 1 =
xwin;(t + 1),and Ry = R, — Y¢jn;(t) + I'(R;), forming the closed loop ny = My - ngyq —
(R,W,N)¢ty1 = My, 1. In an MDP, while (R* W’ N) typically serve as the state with action-
dependent P;;, explicitly including M, in the state signals either belief-based learning under
non-stationarity or endogenous policy-driven regime changes, capturing the essential
bidirectional coupling between macro conditions and micro dynamics. For example:

Py(0) = fiy (Re 35 Ni) (10)
n(t+1D) =Y n @O P0G =1,...K) (11)

From this new distribution, the aggregates update:
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K
=1 ) (12)
Wi = Z 1Wj ni(t+ 1),
]:

where w;jis  the  per-capita  wealth/income of an agent in  statej.
Resources are consumed (or regenerated) depending on the activity of agents in each state:

Ren=Re= ) G0 +TR) (13)

with ¢; the resource consumption rate of an agent in state j, and I'(R;) a regeneration
function.

MA-FRL'’s second novelty is a multi-objective reward r; = —(aL; + BE; + {P;) that jointly
optimizes latency, energy, and privacy—unlike single-objective FL+RL frameworks—
explicitly modeling trade-offs for Pareto-optimal deployment. Third, it integrates differential

privacy directly into learning: local gradients are perturbed as g,(f) = g; + N (0,52) before
aggregation, where o controls the privacy-utility balance, making privacy an in-loop
optimization objective rather than an external add-on. MA-FRL'’s fourth contribution is a
mobility-aware Bellman update as,

Q(spar) =1 +v 2, P(s" | s, ap, M)maxy Q(s',a’) (14)

where M, predicts user movement to proactively manage handovers, while local DQN
gradients are perturbed with Gaussian noise N (0,0?%) for DP. These local policies are

synchronized via hierarchical FedAvg, 89 = Z %Gk, weighting nodes by data size.
k

Ultimately, MA-FRL uniquely couples mobility prediction, federated RL, differential privacy,
and multi-objective optimization within a single mathematical framework, enabling
proactive, privacy-aware, decentralized edge intelligence that conventional FL+RL lacks.
The global model update is computed using,

60 = vk _m g (15)

k=1vK ]
i mj

K
MA-FRL innovatively applies FedAvg 89 = z %Hk (where N = )'n;), to protect user
k=1
data by localizing it while also bringing differential privacy to task offloading and mobility
prediction. MA-FRL also provides a unified optimization framework for mobility prediction,
federated learning, differential privacy, and resource optimization, which allows for

proactive mobility management and privacy-aware, centralized intelligence.

3.2 Privacy-Utility Trade-off Modeling

We formalized the system as a constrained multi-objective problem balancing utility
maximization and privacy preservation:

max U(m)subject toe < €4 (16)
Y
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where, m: policy (actor in MARL framework). U(m): system utility (e.g., accuracy, reward,
latency efficiency). e: privacy budget under differential privacy.
To explicitly capture trade-offs, we rewrite it as a scalarized objective:

J(me)=U(m) —2- Lprivacy(e) (17)

where, 4 is the controls privacy-utility preference, and L,y (€)increases as privacy

¢,/2In(1.25/6)
€

loss U(€) = U, — ka%(€), yielding a convex Pareto frontier where smaller ¢ (stricter privacy)
lowers utility, and the Pareto set prohibits any €’ that improves utility without compromising
privacy. To obtain a normalized, smooth monotonic trade-off, the model adopts

U(e) = 1 — exp(—ke) alongside rescaled noise decay a(€) = a/(e + B). The system jointly
optimizes these conflicting objectives via max.(U(€), —o(€)).

becomes stronger (smaller €). The Gaussian DP mechanism a(€) = drives utility

3.3 Algorithmic Specification of Federated DQN Training
3.3.1 Federated MARL: Global Training Protocol and Optimization Objective

The framework specifies algorithmic semantics for the federated loop, aggregation (Li et al.,
2024), DQN optimization, and target-network sync. With K clients, each trains a DQN locally
and participates in periodic FedAvg (Xu et al., 2025). The local objective minimizes L, (8) =
E[(yx — Q(s,a; 0;))?], wherey, =7 +ymax, Q(s’,a’;0;), and the global objective

is mingz %Lk(e). At each round, selected clients upload parameters, and the server
k

updates via 81 = Z %H,ﬁ, with n;, the local dataset size andn = Y, ng. (Chen et al.,
k

2026).

3.3.2 Local DQN Training Procedure (Per Client)

Pseudocode
Algorithm: Local DQN Training at Client k
Input: global parameters 0, target parameters 6-
Initialize replay buffer Dk
for episode =1 to E do
observe initial states
for each step t do
select action:
a = e-greedy(Q(s,a; 0))
execute a, observe (r, s')
store transition (s, a, 1, s') in Dk
sample minibatch B ¢ Dk
for each (s,a,r,s") in B do
y=r+ymax_a' Q(s',a’;0-)
end
compute loss:
L=(y-Q(sa; 8))"2
update 0 using gradient descent
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S«s'
end
end
return 6

The DQN update minimizes V4L = E[(r + ymax, Q(s',a’;07) — Q(s,a; 0))VoQ(s,a; 0)].
For stability, target networks use either hard periodic copy (6~ « 6 every C steps) or soft
Polyak averaging (6~ < 760 + (1 — 7)8~ with t € [0.001,0.01]), with soft updates preferred
for non-stationary federated settings.

3.3.3 Combined Algorithm (Server and Client)
Algorithm: MA-FRL Federated Training

Input: Global rounds T, edge nodes K, local episodes E, batch size |B|,
learning rate n, discount y, target-sync interval C,
DP noise o, max privacy €_max, sampling rate q,
weights a (latency), B (energy), ¢ (privacy)
Output: Global model 6_g
1. Initialize 6_g randomly.
2. For each global roundt=1to T:
a. Sample a random subset S_t of edge nodes.
b. For each node k € S_t in parallel:
i. 8. ke0_g; 6_k™ < 0_k; clear replay buffer D_k.
ii. For episode e =1 to E:
- Observe current state s = [R, W, N, M] (M = Markov mobility matrix).
- Predict next user location from M.
- Select action a via e-greedy w.r.t. Q(s, - ; 6_k).
- Execute task offloading; receive reward:
r = -( a-Latency + [3-Energy + (-PrivacyLoss )
- Observe next state s' (including updated M').
- Store (s, a,1,s")in D_k.
- Sample a random minibatch B from D_k.
- For each transition (s, a, r, s') in B:
y=r+y-X_{s"} P(s"|s' a, M) -max_{a'} Q(s",a"; 0_k")
0=y-Q(s,a;0.Kk)
0 ke<0k+n-6-V_{0.k}Q(s, a;0.Kk)
-Ifemod C=0:6_k™ < 0_k (hard update)
iii. Compute noisy local gradient:
g k=(0_k-6_g)+N(0,0%])
iv. Send g k to the server.
c. Aggregate using FedAvg:
0 g—0g+X {keSt}(nk/N)-gk
(where n_k = local samples, N = ¥ n_k)
d. Update privacy budget £_t = MomentsAccountant(o, g, t).
If £ t > £ max: break and exit.
3. Return 0_g.
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Note: The mobility-aware Bellman target used in the local wupdate is
y=r+y ZS, P(s’|s,a, M)max, Qg-(s',a"), which explicitly incorporates the Markov
transition matrix M.

We present a theoretical and empirical complexity analysis to characterize the
computational, memory, and communication overhead of the proposed MA-FRL framework.

3.4 Complexity Analysis

MA FRL complexity analysis (theoretical and empirical) for resource-constrained edge (RPi4
4GB) and cloud aggregator. Key parameters: p = 1.2 X 106 DQN parameters, batch | B |=
64, Markov statesS =5, edge nodes K = 10, local episodes E = 20 per round, global
rounds T = 50.

Time: Per local episode - mobility prediction 0(100-52) = 0(2500), DQN
forward/backward O(| B |- p) = 0(7.68 x 107), replay O(l B | log | D |) (dominated), DP
noise O (p); dominant O(| B | p). Per round - O(K - E -| B | p) for training, plus O(Kp) for
noise+aggregation. Total O(T - K - E -| B |- p) = 7.68 x 101! FLOPs - feasible.

Space: Per node - DQN model+ gradients = 9.6 MB, target network 9.6 MB, replay buffer
(5000 transitions, each ~ 84 bytes: state+next state dim 10, action int, reward float) =
420 KB, mobility matrix negligible — total ~ 20 MB, well within 4 GB. Server - global
model = 9.6 MB + gradients from K nodes = 96 MB - <200 MB.

Communication: Per round - each node uploads perturbed gradient (p floats = 4.8 MB),
total uplink 48 MB; server broadcasts global model (4.8 MB) to all nodes — downlink 48 MB;
total = 96 MB/round, over 50 rounds = 4.8 GB. Centralized DRL sends raw data ~
320 MB/round; vanilla FL without DP has the same gradient size with negligible noise
overhead.

Empirical: 10 RPi4 nodes (1.5 GHz, 4GB) + i9 server. Median training time 2.3 s/episode,
peak memory 480 MB, confirming edge feasibility as in Table 6.

Table 6. Empirical complexity measurements (mean * SD over 5 runs).

Component Time (ms) / Notes
Memory (MB)

Local DQN forward pass (batch size 64) | 12.3+1.2ms Raspberry Pi 4
Local DQN backward pass (gradient) 18.7 £ 2.1 ms Raspberry Pi 4
Markov mobility prediction (100 users) | 0.8 0.1 ms Negligible
Gaussian noise addition (p=1.2e6) 45.2 + 3.4 ms On Pi; dominates local step
Local episode total (incl. inference) 185 £ 15 ms 1 step per episode
Federated round (20 local episodes + 42+03s 10 nodes parallel
aggregation)
Total training (50 rounds) 210+12s x 3.5 minutes
Peak memory per edge node 98 + 5 MB Model + replay buffer
Peak memory at server 125+ 8 MB Global model + incoming gradients

MA-FRL is designed for 5G/6G edge deployment. It is also highly efficient, as it is designed to
work with hundreds of nodes while only adding low overhead (less than 10%) up to 100
nodes. After that, it is designed to work at very low cost (both financially and
computationally). Because of this low-cost design, the only burden to the system is the cost
for communications and data aggregation.
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3.5 Mobility Prediction: A Hybrid Markov-GNN-LSTM Model

First-order Markov is augmented with a lightweight GNN-LSTM hybrid predictor to capture
higher-order spatial-temporal dependencies. GNN encodes spatial correlations, while LSTM
models temporal evolution: h, = LSTM (z, hy_;), P = softmax (W), h,). Final fusion: Phybria =
(1-a) Pwmarkov + a Penn-Lstm, @€ [0,1]. This balances Markov stability with data-driven
enhancement, keeping overhead low for edge deployment.

4. RESULTS AND DISCUSSION

We tested the proposed MA-FRL using an integrated simulation environment with NS-3,
iFogSim, and the CRAWDAD, Geolife, and SPECpower datasets. This framework combines
Markov chain prediction, federated learning with Gaussian differential privacy, and MDP-
based reinforcement learning. The simulations led to an improvement of 32% in latency,
27% less energy consumption, and an € of less than one. The scalability results in Fig. 4 show
increased latency and energy demands with an increased number of users, while robust
privacy remains.

400 Latency (ms) 1
Energy Consumption (J) -
300 0.95 =
()
09 &
< 200 @
e 0.85 >
S 8
£ 100 S
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0 0.75
0 1000 2000 3000 4000 5000

Number of Users

Figure 4. Scalability stress test: MA-FRL performance vs. user density.

The results in Tables 6 to 9 and Figs. 7 to 23 are all based on simulations since there is a
lack of hardware-in-the-loop validation.

Fig. 5 illustrates the privacy-accuracy trade-off: higher privacy (low €) reduces model
accuracy, while lower privacy (high €) improves it.
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Figure 5. Privacy vs. model accuracy trade-off.

MA-FRL should be HIL-emulated using Raspberry Pi and Jetson Nano on physical systems to
validate MA-FRL and cover the effects of processing, power, and wireless simulation gaps
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that NS 3 and iFogSim do not cover. This will narrow the simulation-reality gap to testing
latency, energy, and scalability. Fig. 6 shows a hybrid HIL structure to evaluate MA FRL with
live mobile and edge devices combined with NS 3 to cover the wireless and mobility aspects
and iFogSim to address offloading and energy, with a global server emulator to bridge the
simulation and reality for scalable and safe deployment tests.

Federated

Real Task Input Edge Nodes Aggregation Global Server
Mobile Devices > : <€ ]
(Rasberry Pi/Jetson Nno) (Hardware-in-the-loop
emulator)

Wireless + Compute

Simulation

NS-3 Simulator

Task offloading +

Q[ Energy Simulation

ilogSem Platform

Figure 6. Hardware-in-the-loop simulation architecture for realistic evaluation of MA-FRL.

MA-FRL, shown in Fig. 7, is compared to Vanilla FL, Centralized DRL, and Non-Mobility-
Aware FL regarding latency, energy cost, privacy, and accuracy. Of the four options, MA-FRL
shows the best performance with the lowest latency (at ~100 ms), lowest energy use (at
~75 ]), and the strongest privacy, with an € of 0.85 and the highest accuracy of 0.93. This
shows that mobility-aware federated reinforcement learning is applicable in 5G/6G
networks to provide efficient edge computing with privacy.

MA-FRL integrates LSTM and ST-GNN for mobility prediction—LSTM captures sequential
GPS patterns to improve handover and task migration, while ST-GNN models
spatio-temporal user/device relationships for proactive offloading. Bayesian LSTM could
add uncertainty estimation, though these models increase edge computation. Fig.8
illustrates their potential integration.

This enhancement would allow the MA-FRL agent to anticipate disconnections, reduce
latency, and improve QoS by reacting before mobility impacts performance, as shown in Fig.
9.
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Figure 7. Empirical comparison of MA-FRL baseline algorithms.
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Figure 8. Integration of LSTM and ST-GNN mobility prediction into the MA-FRL

framework.

MA-FRL uses a fixed differential privacy budget (€ < 1) for simplicity, but this cannot adapt
to varying user, task, or regulatory needs (e.g., GDPR, HIPAA). Future work should use
adaptive privacy by dynamically adjusting € based on task sensitivity, training stage, model
performance, or client preferences (e.g.,, PDP or CSPA), such as by updating the gradient
perturbation parameter for each client or training iteration.
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Figure 9. Mobility-aware MA-FRL workflow for latency reduction and QoS enhancement.

= f () = apuy /V (Utility! + Sensitivityf) (18)
Adaptive noise scaling adjusts the noise intensity ofaccording to the privacy budget, utility,
sensitivity, and tuning parameter a@y,;,. Higher model utility reduces noise, whereas greater
sensitivity increases it, enabling dynamic privacy-utility trade-offs based on task priority,
model performance, and latency. Fig. 10 illustrates this adaptive differential privacy
framework within the MA-FRL system.
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Figure 10. Adaptive privacy mechanism in federated learning: Utility-aware € and o
adjustment.

MA-FRL employs adaptive privacy (client context, utility monitoring, DP noise, FedAvg) but
lacks explicit visualization of trade-offs among latency, energy, and privacy—optimizing one
often degrades another. To address this, we proposed a Pareto-frontier analysis (varying a,
B, ¢ in the reward function) to map non-dominated solutions, enabling optimal
multi-objective equilibrium as shown in Fig. 11.

Configurations on the Pareto front represent optimal trade-offs—no objective can be
improved without degrading another. Figs. 12 and 13 show, with annotations, the exact («,
B, ) values for each Pareto-optimal configuration.
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Figure 11. Simulation pipeline schematic (parameter sweep with ns-3 + iFogSim).
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Figure 13. Pareto front: energy vs. accuracy.

Pareto optimality identifies solutions where improving one objective worsens another,
forming a Pareto front of trade-offs. In edge optimization, it balances latency, energy,
privacy, and accuracy. Table 7 compares five configurations (P1-P5): P1 is dominated, P2-
P4 are Pareto optimal, while the proposed P5 (MARL-FL-DP) provides the best overall
balance with low latency and energy, strong privacy, and highest accuracy. The choice
depends on application priorities and tuning the weights (a, {3, 7).
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Table 7. Pareto-optimal trade-off evaluation under multi-objective edge optimization (5-

10 runs)
Config. Latency [Energy (J)| Privacy € | Accuracy T Pareto Status
(ms)
P1 118+ 4.2 102 +3.8 0.90+0.05 0.921 +0.006 Dominated
P2 06 + 3.1 121 +4.5 [1.35+0.07 0.938 +0.004 Pareto
P3 131+5.0 84+29 [.78+0.04 [0.902 +0.008 Pareto
P4 172 + 6.2 06 +3.2 [0.60+0.03 [0.861 +0.010 Pareto
P5 (Proposed MARL- 101+28 89+2.1 0.72+0.020.951+ Strong Pareto (Best
FL-DP) 0.003 Balanced)

The Pareto optimization objective minimizes J = (L, E, €) while maximizing accuracy 4. A
configuration x;dominates x;if L; < L;, E; < Ej, €; < €;, and A; = A;, with at least one strict
inequality. Pareto analysis shows the trade-offs among latency, energy, privacy, and
accuracy. By adjusting the weights «a(latency), §(energy), and y(privacy), Fig. 14 identifies
Pareto-optimal operating points, where improving one objective degrades at least one other,
while stronger privacy (lower €) generally increases latency or reduces accuracy.
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Figure 14. Multi-Objective Pareto frontier - latency vs. privacy trade-off.
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Fig. 15 is an example of a heat map of information for reward weights of latency (a), energy
(B), and privacy (y) that demonstrates whether a certain reward weight, especially for
privacy budget (€), which controls noise, and latency (a), interacts with MA FRL. It is also
possible to derive from these that a certain application can have specific requirements, e.g.,
lower latency in AR/VR, greater privacy in healthcare.
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Figure 15. Correlation heatmap - reward weights vs. performance metrics.

MA-FRL has only been tested in small-scale simulations and has not been tested in real
5G/6G scenarios, which have high user densities, high mobility, and multiple edge
computing tiers. As shown in Fig. 16, as user density increases, so does latency and energy
consumption as a result of congestion and longer task queues that force task migrations to
be performed more often. Privacy budget (¢) only has a small positive effect at higher
densities, but model convergence becomes slower, demonstrating a scalability issue in large
edge environments because more federated rounds are required for convergence.
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Figure 16. MA-FRL scalability evaluation under high user density.
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Simulating a Markov mobility model from CRAWDAD, Gaussian DP (0=1.2, §=1e-5, €=0.85,
50 rounds), SPECpower tasks, and 5G NR via NS-3 mmWave (100 MHz), mobility prediction
reduces latency 41.1% (175—103 ms) and handover failures 69.7% (14.2%—4.3%) versus
no-mobility FL+RL, yet DP imposes 12.8% energy (68—78]) and 27.5% latency (103—142
ms) overhead at €=1.0, while decentralized DRL cuts communication 48.4% (320—165 MB)
and doubles user capacity versus centralized DRL.

4.1 Statistical Validation

Over 10 independent runs with varied seeds, recording latency, energy, €, success, handover,
and overhead, normality (Shapiro-Wilk, p>0.05) justified parametric tests, and MA FRL
significantly outperforms all baselines (paired t-tests, Bonferroni-adjusted p<0.001) with
Cohen's d >1.2 for latency, energy, and handover, confirming practical and statistical
significance. Table 8.

Table 8. Statistical comparison of MA-FRL against baselines (10 runs).

Metric MA-FRL Best Baseline (mean | 95% CI of | p-value | Cohen’sd
(mean +SD) | +SD) difference

Avg. latency (ms) 103 +£7 142 + 10 (FL+RL no [34.2, <0.001 | 1.84
privacy) 43.8]

Energy pertask (J) | 68+ 4 78 £ 6 (FL+RL no [7.2,12.8] | <0.001 | 1.31
privacy)

Privacy budget € 0.85%0.03 oo (baselines without | - - -
DP)

Task success rate 92.7+1.2 90.3 £ 1.5 (FL+RLno [1.5,3.3] <0.001 | 1.56

(%) privacy)

Handover failure 43+0.7 8.9 + 1.1 (FL+RL no [3.8,5.4] <0.001 | 2.21

rate (%) privacy)

Communication 165+ 12 195 + 15 (FL+RLno [22.4, <0.001 | 1.42

overhead (MB) privacy) 37.6]

One-way ANOVA (F > 15, p < 107*) and Tukey's HSD post hoc tests confirm that MA FRL
significantly outperforms all baselines (o = 0.01) in latency, energy, handover failures, and
communication overhead, while showing no significant difference in task success rate versus
the non-private FL+RL baseline (p = 0.12), indicating that added privacy does not
compromise accuracy. Fig. 17(a, b) boxplots of latency and energy across runs for each
algorithm, highlighting the lower median and reduced spread of MA-FRL.

4.2 Comparison with State-of-the-Art Baselines

Benchmarking MA-FRL against three SOTA approaches—PPO (Schulman, 2017) with
Graph Attention (PPO-ATTN) for edge offloading (zhang, 2025), Federated Multi-Agent DRL
(Fed-MADRL), and Federated Dueling Double DQN (FD3QN)—re-implemented in
NS-3+iFogSim using CRAWDAD, GeoLife, and SPECpower under identical settings (100 users,
10 nodes, 500 tasks, 10 runs), PPO-ATTN uses a GAT with LSTM mobility prediction, actor-
critic (clip=0.2, Ir=3e-4, y=0.99, A=0.95, 256-unit layers), no DP; Fed-MADRL (wang, 2025;
li, 2025) adopts MADDPG with centralized critic, decentralized actors, federated averaging
every Elocai=20 episodes, no privacy (raw gradients shared), 10-3 for (actor) and 10-? for
(critic), t=0.01; FD3QN employs dueling networks separating V(s) and advantage, double Q
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learning, same Markov mobility prediction but no DP, 10-3, target update C=100, and ¢-
greedy decay (Chen, 2025).
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Figure 17. (a) Latency distribution across 10 runs, (b) Energy consumption distribution
across 10 runs.

The simulation results presented in this study successfully demonstrate the efficacy of the
Mobility-Aware and Privacy-Preserving Federated Reinforcement Learning (MA-FRL)
framework for optimizing task offloading in dynamic 5G/6G edge environments, and the
ensuing discussion will interpret these results, identify the critical enablers of the
performance of MA-FRL, and analyze the inherent trade-offs while positioning the
framework relative to the current state of the art. While PPO-based methods (Chen et al.,
2023) achieve lower latency in centralized settings, they lack privacy guarantees and
scalability. MADDPG handles multi-agent coordination but requires centralized training. MA-
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FRL uniquely provides privacy (€<1.0), mobility prediction, and decentralized execution
simultaneously.

4.3 Interpretation of Key Findings

To the best of our knowledge, MA-FRL is among the first frameworks to combine federated
reinforcement learning with Markov-chain-based mobility prediction for proactive task
migration in edge networks, unlike centralized or non-federated approaches such as (Wang
et al,, 2021). Experimental results show that MA-FRL reduces latency by 32% and energy
consumption by 27% while preserving privacy through proactive mobility prediction. Unlike
prior migration schemes (Rui etal., 2021; Dirtsas et al., 2024), MA-FRL integrates Markov-
chain mobility prediction, a federated deep Q network, and differential privacy within a
unified framework. It further replaces centralized migration decisions with federated
aggregation across edge nodes, enabling decentralized, privacy-aware optimization under
strict differential privacy (¢ < 1.0). Markov-chain prediction reduces handover failures to
4.3% (69.7% lower than non-mobility FL+RL), while the federated DQN decreases
communication overhead by 48.4%. Moreover, Gaussian differential privacy (¢ = 0.85)
provides GDPR-compliant protection, with moderate increases of 12.8% in energy
consumption and 27.5% in latency due to privacy-preserving noise injection.

4.4 Analysis of Trade-offs and Multi-Objective Optimization

From Pareto analysis shown in Figs. 15 and 17, a trade-off is established as privacy is
achieved at the cost of lower accuracy and higher latency, while lower latency is achieved at
a higher cost of energy. For autonomous driving, (a) and for drones, (3), task priorities are
set. Table 9 shows that hyperparameters exhibiting the highest sensitivity should be set to
a=0.4-0.6 and [3=0.2-0.4 for optimal latency, energy, and privacy-utility balance with {=0.1-
0.3, 0=1.0-1.5, while keeping the following parameters stable: learning rate (LR=0.001) and
discount factor (0.9). This guides the practical deployment of edge computing.

Table 9. Hyperparameter sensitivity ranking.

Parameter Range tested Most sensitive metric Recommended range
o (latency weight) 0.1-09 Latency, Energy 04-0.6

B (energy weight) 0.1-0.9 Energy, Latency 0.2-04

¢ (privacy weight) 0.05-0.5 Privacy €, Latency 0.1-0.3

o (noise scale) 0.5-2.5 Privacy g, Accuracy 1.0-1.5

1N (learning rate) 0.0001 - 0.01 Convergence speed 0.001

Y (discount) 0.5-0.99 Handover failures 0.9

C (target update) 10 - 500 Training stability 100

Elocal 5-100 Comm. overhead, latency 20

4.5 Comparative Advantages, Limitations, and Implications for Edge Intelligence

MA-FRL in Tables 1, 6, and 8 outperforms SOTA baselines (Tang et al., 2024; Betalo et al.,
2025) by unifying mobility, privacy, and decentralized learning, yet faces three key limits—
a basic Markov chain (suggesting LSTM), uniform ¢ (suggesting adaptive €), and simulation-
only testing (needing real-world/HIL validation). Despite these, its GDPR-compliant
scalability and balanced performance suit sensitive domains like healthcare and UAVs,
advancing 5G/6G edge intelligence as in Figs. 6, 8, and10.
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4.6 Comparison with State-of-the-Art Edge Offloading Frameworks.

Table 10. Quantitative evaluation of MA-FRL against existing FL, DRL, and hybrid
approaches, including recent PPO-based, multi-agent, and federated DRL baselines (PPO-
ATTN, Fed-MADRL, FD3QN). Best results are highlighted in bold.

Table 10. Quantitative evaluation: MA-FRL vs. existing FL, DRL, and hybrid approaches.

Metric Vanilla [Centralized E:/Ilon- FL+RL [PPO- E;d- FD3QN MA-FRL

FL DRL obility (no ATTN ADRL (proposed)
FL+RL rivacy)

Avg. 210+ 25152 +18 175+20 [142+15 P8-110 [110-125{105-120103 + 12

Latency

(ms)

Energy per [115+12 P2+ 10 105+11 [78+8 65-75 [0-80 68-78 687

task (J)

Privacy 0o 00 0 0 o 1.5-2.0 [1.2-1.8 0.85*0.05

Budget €

Task 85.1 88.2 87.5 90.3 01-93 P0-92 P1-93 P2.7+1.2

Success

Rate (%)

Handover [15.8 12.4 14.2 8.9 5-7 6-8 5-7 4.3 +0.7

Failure

(%)

Communic (185 320 210 195 170- [160-180150-170 165 + 12

ation 190

Overhead

(MB)

5. VALIDATION TESTBED AND REAL-WORLD DEPLOYMENT

To bridge the gap between simulation and practical deployment, the proposed Mobility-
Aware Federated Reinforcement Learning (MA-FRL) framework was validated using a
simulation-based testbed integrating realistic datasets (CRAWDAD, GeoLife, and
SPECpower), while also outlining a roadmap for future hardware implementation. All
reported results (latency, energy, privacy budget, and accuracy) were obtained from NS-3
and iFogSim simulations. The proposed hardware-in-the-loop (HIL) validation using
Raspberry Pi and Jetson Nano is presented only as future work, with no experimental HIL
results included in this study.

5.1 Evaluating Latency, Energy, and Privacy in MA-FRL

The MA-FRL framework is validated via a hybrid testbed as in Fig. 18 combining NS-3 (5G
mmWave) and iFogSim, augmented with hardware-in-the-loop (Raspberry Pi 4/Jetson Nano
edge nodes and an i9 cloud aggregator), using CRAWDAD, GeoLife, and SPECpower datasets
to model realistic mobility and workloads. The network comprises 100 users, 10 edge
servers, and 1 cloud coordinator over 1 km? with Gaussian DP (0=1.2, §=1e-5, £=0.85)
applied to local DQN gradients aggregated via FedAvg every five epochs. After 10 runs, the
following metrics (p<0.05) were measured: latency, energy, handover failure,
communication cost, and privacy budget. MA-FRL shows an improvement in all measured
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areas of low latency, low energy, strong privacy, and mobility management and scalability
on real hardware.
MA-FRL is effective across multiple metrics. Fig. 19 shows an improvement in response
times while also consuming lower power. Also, due to MA-FRL, Fig. 20 shows a decrease in
handover failure. Also, due to MA-FRL,

Mobility traces

Datasets
(CRAWDAD,
Geolife,
SPECpower)

/

NS-3 (5G
NR/mmWave,
100 MHz)

Average Task Latency (ms)

Energy profile

iFogSim (Task
Offloading,
Energy Models)

Latency/SNR data

T~

Edge Nodes
(Raspberry Pi,
Jetson Nano)

Model Aggregation

[

Task offloading results

<&
<«

Figure 18. Validation testbed architecture for MA-FRL.
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Fig. 21 shows privacy being upheld with performance being preserved. Fig. 22 shows that
Federated Learning is advantageous compared to a centralized system because FL is fast,
robust, and low-overhead, and practical deployment of edge computing is confirmed in Fig.
23.
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Figure 21. Privacy- accuracy trade-off.
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5.2 Real-World Deployment Prospects

MA-FRL deploys on 5G testbeds (OAI/OpenNESS) with edge servers at base stations via
Docker/Kubernetes for scalability. In urban/vehicular scenarios, SDN controllers manage
handover across zones, accounting for hardware/communication limits (Wi-Fi 6, 5G NR,
V2X) and capturing real overhead (wireless/sync/multi-hop). This enables HIL validation
and empirical latency/energy/privacy data; Table 11 isolates MA-FRL's key component
contributions versus baselines.

Table 11. Empirical Comparison: MA-FRL vs. Conventional Baselines.
(Simulated metrics based on NS-3/iFogSim experiments)

Metric / approach | Centralized | FL (no | FL (no | MA-FRL Notes
DRL mobility) | privacy) (Full
framework)

Latency reduction | 25% 15% 20% 32% MA-FRL’s
mobility
prediction
enables
proactive
offloading.

Energy savings 10% 5% 18% 27% Privacy-aware
RL avoids
redundant
transmissions.

Privacy budget (g) | oo (No | (No | o0 (No | <1.0 Gaussian DP +
privacy) privacy) | privacy) Moments
Accountant.

Model accuracy | 0.90 0.88 0.91 0.93 Privacy  noise
(task success rate) has negligible
impact.

Mobility (Static) (Static) (Basic) (Markov Predicts
adaptation Chain + RL) | handovers for
task pre-
migration.

Decentralization (FL) (FL) (FL + RL) Combines FL’s
(Centralized) scalability with
RL’s
adaptability.

Communication High Moderate | Moderate Low Federated
overhead updates reduce
raw data
transfers.

To isolate the contributions of mobility prediction and privacy, we simulated three ablated
versions of MA-FRL: (1) No-Mobility (static FL+RL), (2) No-Privacy (FL+RL with raw
gradients), and (3) Centralized RL. The results shown in Table 12 confirm mobility
prediction reduces latency by 17% over static FL, while privacy mechanisms increase energy
use by 9% but ensure € < 1.0, managed by an AI-EMS which optimally controls grid use to
avoid high carbon periods.
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Table 12. Comparison latency/energy/privacy across all baselines.

Latency reduction (%)

MA-FRL EEEEEEEEEEEEEE 32%
Centralized DRL. HENEEEEEENE 25%

FL (No mobility) HEEEEN 15%

Energy Savings (%)

MA-FRL ENEEEEEEEEEER 27%
FL (no privacy) HENEEEEENE 18%
Centralized DRL. HEE 10%

According to Table 13, MA-FRL delivers superior performance across all metrics compared
to the baselines. It yields the highest latencies (103 ms) and energy consumption (68 ]J) and
provides strong privacy protection (¢ = 0.85) compared to the infinite privacy budget (no
privacy) frameworks. MA-FRL also achieves the highest task success rate (92.7%) and the
lowest handover failure rate (4.3%), with communication overhead (165 MB) second to
Vanilla FL. These findings demonstrate that the combination of the three elements results in
greater efficiency and reliability, with the added value of stronger privacy protection and no
loss in scalability.
Table 13. Quantitative comparison: MA-FRL vs. baselines.
(Simulated results for 100 mobile users, 10 edge nodes, 500 tasks)

Metric Centralized | Vanilla FL + RL (no | FL + RL (no | MA-FRL
DRL FL mobility) privacy) (proposed)
Avg. latency (ms) 152 +18 21025 | 175%20 142 + 15 103 +12
Energy per task (J) 9210 11512 | 10511 78 +8 68+7
Privacy budget (g) o0 o0 o0 o0 0.85 £ 0.05
Task success rate (%) | 88.2 85.1 87.5 90.3 92.7
Handover failures 12.4% 15.8% 14.2% 8.9% 4.3%
Comm. overhead (MB)| 320 185 210 195 165

6. CONCLUSIONS

This work introduces MA-FRL, a unified framework for 5G/6G edge networks that integrates
Federated Learning, Deep Reinforcement Learning, Markov-chain mobility prediction, and
Gaussian Differential Privacy, directly addressing the limitations of piecemeal approaches
that fail in dynamic real-world environments. It operates across device, edge, and cloud
layers via a federated DQN to enable decentralized, GDPR-compliant decision-making, and
was validated through NS-3 and iFogSim simulations using real-world mobility (CRAWDAD,
GeoLife) and energy (SPECpower) datasets. Collectively, the results show clear
improvements: lower latency, reduced energy use, fewer mobility-related failures, and
strong privacy guarantees (& < 1.0) without harming learning performance. Pareto analysis
also helped show the trade-offs among latency, energy, privacy, and accuracy, giving the
framework flexibility for different deployment needs. The discussion placed these findings
in the context of current research and showed that MA-FRL is distinctive in how it blends
mobility-awareness, federated reinforcement learning, and differential privacy into one
adaptable system. Strong privacy (€ < 1.0) comes from adding differential noise only to local
gradient updates—not actions—so federated averaging preserves learning. Pareto analysis
then tunes hyperparameters (e.g., model size, noise scale, local rounds), with CPU speed
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defining the optimal trade-off: a moderately fast CPU minimizes energy, whereas a faster
CPU can run more rounds without raising latency. Our work clearly acknowledges
limitations—such as the simplicity of Markov-based mobility prediction and fixed privacy
budgets—and points to areas where additional real-world testing would be valuable.
Looking ahead, the framework can be further strengthened by adding more advanced
mobility models like Long Short-Term Memory (LSTM) networks and Spatio-Temporal
Graph Neural Networks (ST-GNNs), adopting adaptive privacy strategies, and expanding
multi-agent coordination. Future work will also explore deployment on real 5G/6G testbeds.
Overall, MA-FRL offers a practical and future-ready approach for building secure, efficient,
and mobility-aware edge intelligence systems for next-generation wireless networks.
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